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II. Research Areas:

1.

AN LN Sl
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Biometric Image / Signal Processing and Pattern Recognition

Biometric Sensing and Analysis

Biometric System Statistical Design and Evaluation

Biometrics in Information Assurance
Business and Economic Issues

Legal and Policy Issues

II. Research portfolio:

(from “Edwin P. Rood,

‘A Biometric Research Agenda and the Course of Biometrics Research’ ,

invited lecture on ICBA 2004,Hong Kong, China, July 2004”)
¢ Technologies — Single Mode



1.  Acquisition and Understanding of Nonideal Iris Imagery
L. Hornak, X. Li, G. Fahmy N. Schmidt, LDCSEE WVU, S. Schuckers,
Clarkson/WVU, ; A Realini, WVU Eye Center.
2. Geometric Coding of Biometric Images
X. Li (WVLU).
3. Solidifying CITeR’s Liveness Core Competency
S. Schuckers (Clarkson/WVU), L. A. Hornak (WVU) and T. Norman (Orthopedics
WVU).
Technologies — Multimodal
1. Multibiometric Score Normalization
A. Ross (WVU) and A. Jain (Michigan State University).
2. Multibiometric Fusion at the Feature Extraction Level and Face Indexing
A. Ross and N. Schmid, LDCSEE, WVU.
3. Multimodal Biometric Systems: Phase I1
A. Jain (Michigan State University).
Measures of Performance
1. A Study of Various Methodologies for Error Estimation in Biometric Systems
M. Schuckers (St. Lawrence University)
2. Statistical Basis of Multimodal Systems
B. Cukic and R. Singh (WVU).
3. Developing the PRESS - Methodologies for Estimating Error Rates of Biometric
Devices
M. Schuckers, St. Lawrence University
Societal Implications
1. Socio-Legal Assessment Study
L. Nelson (University of Pittsburgh).
Economics and Workforce
2. Biometrics Business Case Study
V. Kleist and R. Riley (Business and Economics WVU).
3. Strategic Business Directions in Biometrics: Research with Vendors, Government
and Corporate Buyers
V. Kleist, R. Riley, Dept. of Management and MIS, WVU

B. Biometrics Research Program, Michigan State

University, USA

http://biometrics.cse.msu.edu/index.html
People:

Anil K. Jain, MSU

George C. Stockman, MSU

Sarat C. Dass, MSU




I1.

Research Area and Publication:

Multibiometrics

1. A. Ross and A. K. Jain, "Information Fusion in Biometrics", Pattern Recognition Letters,
Special Issue in Multimodal Biometrics , Vol. 24, Issue 13, pp. 2115-2125, September, 2003.

2. Y. Wang, T. Tan and A. K. Jain, "Combining Face and Iris Biometrics for Identity
Verification", Proc. of 4th Int'l Conf. on Audio- and Video-Based Biometric Person
Authentication (AVBPA), pp. 805-813, Guildford, UK, June 9-11, 2003.

3. A.Kumar, D. C. M. Wong, H. C. Shen and A. K. Jain, "Personal Verification Using Palmprint
and Hand Geometry Biometric", Proc. of 4th Int'l Conf. on Audio- and Video-Based
Biometric Person Authentication (AVBPA), pp. 668-678, Guildford, UK, June 9-11, 2003.

4. A. K. Jain and A. Ross, "Learning User-specific Parameters in a Multibiometric System",

Proc. International Conference on Image Processing (ICIP), Rochester, New York,
September 22-25, 2002.

5. A. Ross, A. K. Jain, and Jian Zhong Qian, "Information Fusion in Biometrics", Proc. 3rd

International Conference on Audio- and Video-Based Person Authentication,, Sweden, June
6-8,2001.

6. Lin Hong, Anil Jain and Sharath Pankanti, "Can Multibiometrics Improve performance?",
Proceedings AutoID'99, Summit, NJ, Oct 1999, PP. 59-64.

Fingerprint Mosaicking

1. A. K. Jain and A. Ross, "Fingerprint Mosaicking", Proc. International Conference on
Acoustic Speech and Signal Processing (ICASSP), Orlando, Florida, May 13-17, 2002.
Hybrid Fingerprint Matcher

1. A.Ross, A. K. Jain, and J. Reisman, "A Hybrid Fingerprint Matcher", Pattern Recognition,
Vol. 36, No. 7, pp. 1661-1673, 2003.
2. A.Ross, J. Reisman and A. K. Jain, " Fingerprint Matching Using Feature Space Correlation",

Proc. of Post-ECCV Workshop on Biometric Authentication, Copenhagen, Denmark, June 1,
2002.
3. A. K. Jain, A. Ross, and S. Prabhakar, "Fingerprint Matching Using Minutiae and Texture

Features", Proc. International Conference on Image Processing (ICIP), Greece, October 7-10,
2001.

4. A. K. Jain, S. Prabhakar, L. Hong and S. Pankanti Filterbank-based Fingerprint Matching,
IEEE Transactions on Image Processing, Vol. 9, No.5, pp. 846-859, May 2000.

Biometric Template Selection and Update:

1. U. Uludag, A. Ross and A. K. Jain, "Biometric Template Selection and Update: A Case Study

in Fingerprints," Pattern Recognition, Vol. 37, No. 7, pp. 1533-1542, July 2004.
2. A. K. Jain, U. Uludag and A. Ross, "Biometric Template Selection: A Case Study in

Fingerprints", Proc. of 4th Int'l Conf. on Audio- and Video-Based Biometric Person
Authentication (AVBPA), pp. 335-342, Guildford, UK, June 9-11, 2003.

Fingerprint Watermarking:

1. A. K. Jain and U. Uludag, "Hiding biometric data," [EEE Transactions on Pattern Analysis
and Machine Intelligence, vol. 25, no. 11, pp. 1494-1498, November 2003.

2. A. K. Jain, U. Uludag and R. L. Hsu, "Hiding a face in a fingerprint image", Proc.
International Conference on Pattern Recognition (ICPR), Canada, August 11-15, 2002.

3. A. K. Jain and U. Uludag, "Hiding fingerprint minutiac in images", Proc. Automatic




Identification Advanced Technologies (AutoID), pp. 97-102, New York, March 14-15, 2002.

Dental Biometrics:

1. H. Chen and A. K. Jain, "Tooth Contour Extraction for Matching Dental Radiographs", Proc.
ICPR 2004, vol. 111, pp. 522-525, Cambridge, UK, August 2004.

2. G. Fahmy, D. Nassar, E. Haj-Said, H. Chen, O. Nomir, J. Zhou, R. Howell, H. H. Ammar, M.
Abdel-Mottaleb and A. K. Jain, " Towards an Automated Dental Identification System
(ADIS)", Proceedings of the International Conference on Biometric Authentication (ICBA),
Hong Kong, July 2004.

3. A. K. Jain and H. Chen, " Matching of Dental X-ray Images for Human Identification ",
Pattern Recognition, Vol. 37, No. 7, pp. 1519-1532, July 2004.

4. A. K. Jain, H. Chen and S. Minut, "Dental Biometrics: Human Identification Using Dental

Radiographs", Proc. of 4th Int'l Conf. on Audio- and Video-Based Biometric Person
Authentication (AVBPA), pp. 429-437, Guildford, UK, June 9-11, 2003.

Signature Verification:

1. AXK. Jain, Friederike D. Griess and Scott D. Connell, "On-line Signature Verification",
Pattern Recognition, vol. 35, no. 12, pp. 2963--2972, Dec 2002.

2. Friederike D. Griess and Anil K. Jain, "On-line Signature Verification", MSU Technical
Report TR0OO0-15, 2000.

Fingerprint Classification:

1. S. Dass, "Fingerprint Classification Using Orientation Field Flow Curves", To appear in Proc.
ICVGIP 2004, Kolkata, India, December 16-18, 2004.
2. A. K. Jain and S. Minut, "Hierarchical Kernel Fitting for Fingerprint Classification and

Alignment", Proc. of International Conference on Pattern Recognition, Quebec City, August
11-15, 2002.

3. A. K. Jain, S. Prabhakar and L. Hong, " A Multichannel Approach to Fingerprint
Classification", IEEE Transactions on PAMI, Vol.21, No.4, pp. 348-359, April 1999.

Distinguishing Identical Twins Using Fingerprints

1. A. K. Jain, S. Prabhakar, and S. Pankanti, "On The Similarity of Identical Twin
Fingerprints", Pattern Recognition, Vol. 35, No. 11, pp. 2653-2663, 2002.

Individuality of Fingerprints

1. S. Pankanti, S. Prabhakar, and A. K. Jain, "On the Individuality of Fingerprints", IEEE
Transactions on PAMI, Vol. 24, No. 8, pp. 1010-1025, 2002. A shorter version also
appears in Fingerprint Whorld, pp. 150-159, July 2002.

Combination of Fingerprint Matchers

1. A. K. Jain, S. Prabhakar and S. Chen, " Combining Multiple Matchers for a High Security
Fingerprint Verification System", Pattern Recognition Letters, Vol 20, No. 11-13, pp.
1371-1379, 1999.

2. S. Prabhakar and A. K. Jain, "Decision-level Fusion in Fingerprint Verification " Pattern
Recognition, Vol. 35, No. 4, pp. 861-874, 2002.

Face Detection:

1. R.-L. Hsu, Mohamed Abdel-Mottaleb and A. K. Jain, "Face Detection in Color Images",
IEEE Transactions on PAMI, vol. 24, no.5, pp. 696-706, May 2002.

2. R.-L. Hsu, M. Abdel-Mottaleb, and A. K. Jain, "Face detection in color images", Proc.
International Conference on Image Processing (ICIP) , Greece, October 7-10, 2001.




3. Sarat C. Dass and A. K. Jain, "Markov Face Models", The Eighth IEEE International
Conference on Computer Vision (ICCV), Vancouver, Canada, July 9-12, 2001.

Face Modeling:

1. R.-L. Hsu and A. K. Jain, "*Semantic face matching", Proc. IEEE Int'l Conf. Multimedia and
Expo (ICME) , Lausanne, Switzerland, Aug. 2002.

2. R.-L. Hsu and A. K. Jain, "Face modeling for recognition", Proc. International Conference
on Image Processing (ICIP) , Greece, October 7-10, 2001.

3D Face Recognition:

1. X. Lu and A K. Jain, "Integrating range and texture information for 3D face recognition",
Proc. of WACV (Workshop on Applications of Computer Vision), pp. 156-163, Breckenridge,
Colorado, January 2005.

2. X. Lu and AK. Jain, "Deformation Analysis for 3D Face Matching", Proc. of WACV
(Workshop on Applications of Computer Vision), pp. 99-104, Breckenridge, Colorado,
January 2005.

3. X.Lu, D. Colbry and A. K. Jain, "Three-Dimensional Model Based Face Recognition", Proc.
International Conference on Pattern Recognition (ICPR) , vol. 1, pp. 362-366, CCambridge,
UK, August 2004.

4. X. Lu, D. Colbry and A. K. Jain, "Matching 2.5D Scans for Face Recognition", Proc.
International Conference on Biometric Authentication (ICBA) , pp. 30-36, Hong Kong, July
2004.

5. X.Lu, R. Hsu, A. Jain, B. Kamgar-Parsi and B. Kamgar-Parsi, Face Recognition with 3D

Model-Based Synthesis, Proc. International Conference on Biometric Authentication (ICBA),
pp. 139-146, Hong Kong, July 2004.

Combination of Face Matchers:

1. X.Lu, Y. Wang and A. K. Jain, "Combining Classifiers for Face Recognition", Proc. ICME
2003, IEEE International Conference on Multimedia & Expo, vol. 111, pp. 13-16, Baltimore,
MD, July 6-9, 2003.

Biometrics-based Multimedia Content Protection

1. U. Uludag and A. K. Jain, "Multimedia Content Protection via Biometrics-based

Encryption", Proc. ICME 2003, IEEE International Conference on Multimedia & Expo, vol.
I, pp. 237-240, Baltimore, MD, July 6-9, 2003.

Attacks on Biometric Systems

1. U. Uludag and A.K. Jain, "Attacks on biometric systems: a case study in fingerprints", Proc.
SPIE-EI 2004 , pp. 622-633, San Jose, CA, January 18-22, 2004.

Soft Biometrics

1. A.K. Jain, S. C. Dass and K. Nandakumar, "Soft Biometric Traits for Personal Recognition

Systems", Proc. International Conference on Biometric Authentication (ICBA), pp. 731-738,
Hong Kong, July 2004.

2. A.K. Jain, S. C. Dass and K. Nandakumar, "Can soft biometric traits assist user recognition?",
Proceedings of SPIE Defense and Security Symposium, Orlando, FL, April 2004.




C.

Biomedical Signal Analysis Laboratory, Clarkson

University, USA

http://people.clarkson.edu/~biosal/index.html

I. People:
Director: Dr. Stephanie Schuckers
Associated Faculty: Dr. Lawrence Hornak, WVU, LCSEE

Dr. Arun Ross, WVU, LCSEE

Dr. Sherman Riemenschneider, WVU, Math
Dr. Edward Sazonov , Clarkson

Dr. Alireza Ziarani, Clarkson

Dr. Sunil Kumar , Clarkson

II. Research Area:

¢ Liveness detection in biometric devices

1.
2.
3.

4.
5.
6.

Determination of fingerprint vitality

Determination of iris recognition system flaws and factors used for liveness detection
Perspiration for Detecting Liveness in Fingerprint Scanners—Comparison of Different
Classifiers

Spoofing and Liveness Dectection - Brief Background

Spoofing Fingerprint Devices

Combining Lip Movement with Speech , Voice , and Facial for Identification

¢ Other biometric research

1.
2.
3.

Non-Ideal Iris Recognition Imagery
Development of a web-based, multibiometric database

Biologically Inspired Temporal Evolutionary Neural Circuits

II1. Publication:

1.

Schuckers SAC, Derakhshani R, Parthasardhi S, Hornak, LA, Liveness Detection in
Biometric Devices, in Electrical Engineering Handbook, 3rd edition, CRC Press, to be
published, 2005.

Parthasaradhi S, Derakhshani R, Hornak L, Schuckers SAC, Time-Series Detection of
Perspiration as a Liveness Test in Fingerprint Devices, IEEE Transactions on Systems,
Man, and Cybernetics, Part C: Applications and Reviews, accepted for publication.
Sazonov E, Sazonova, N, Schuckers SAC, Neuman M, and CHIME Study Group,
Activity-based sleep-wake identification in infants, Physiol. Meas, vol. 25 pp. 1291-1304,
2004. Chosen by editors as “IoP Select” article.

Schuckers SAC, Parthasaradhi S, Derakhshani R, Hornak L, Comparison of
classification methods for time-series detection of perspiration as a liveness test in
fingerprint devices, Biometric Authentication: First International Conference (ICBA),
LNCS 3072, Springer, Hong Kong, July 2004.



10.

D.

Schuckers SAC, Abhyankar A, A Wavelet Based Approach to Detecting Liveness in
Fingerprint Scanners, Proceedings of the Biometric Authentication Workshop, ECCV,
Prague, May, 2004.

Schuckers SAC, Derakhshani R, Parthasaradhi S, Hornak L, Improvement of an
algorithm for recognition of liveness using perspiration in fingerprint devices,
Proceedings of the SPIE Defense and Security Symposium, Biometric Technology for
Human Identification, Orlando, April, 2004.

Schuckers SA, Abhyankar A, Wavelet-based approach to detecting liveness in fingerprint
scanners, Proceedings of the SPIE Defense and Security Symposium, Biometric
Technology for Human Identification, Orlando, April, 2004.

Derakhshani R, Schuckers SAC, Determination of Vitality From A Non-Invasive
Biomedical Measurement for Use in Fingerprint Scanners, Pattern Recognition, No.2 pp.
383-396, 2003.

Raphisak P, Curry AD, Malkin RA, Schuckers SAC, Heart Rate Variability in Rats with
Aldosterone—Induced Chronic Heart Failure, IEEE Engineering Medicine and Biology
Society Annual Conference Proceedings, September 2003.

Raphisak P, Schuckers SAC, Analysis of Heart Rate Variability in a Rabbit Model of
Heart Failure Using Karhunen-Loeve Expansion, Proceedings of the Northeast
Bioengineering Conference, Newark, NJ, March 22-23, 2003.

SABER (Statistical Analysis of Biometric Error

Rates) Project, St. Lawrence University, USA

http://it.stlawu.edu/~msch/biometrics/

I. People:
Michael E. Schuckers, Ph.D.

II. Project:

1.

Estimation of confidence intervals for biometric error rates

2. Sample size calculations for biometrics error rates

3. Evaluating biometric error rates when zero errors are observed

II1. Publication:

1.

M.E.Schuckers, A.M.Hawley, T.N.Mramba, K.A.Livingstone and C.J.Knickerbocker, “A
comparison of statistical methods for evaluating matching performance of a biometric
identification device- a preliminary report”, Proceedings of the Biometric Technology
For Human Identification Conference 2004 (to appear)

T.J.Atkinson and M.E.Schuckers,“Approximate confidence interval estimation for
estimation of matching error rates of biometric identification devices”, Submitted to
Biometric Authentication Workshop’04

M.E.Schuckers, “Estimation and sample size calculations for correlated binary error rates



of biometric identification rates”, In 2003 Proceedings of the American Statistical
Association: Biometrics Section, American Statistical Association, Alexandria, VA
M.E.Schuckers , “Using the Beta-binomial distribution to assess performance of a
biometric identification device”, International Journal of Image and Graphics, vol. 3, no.
3, July 2003

IV. Software

I

Program for Rate Estimation and Statistical Summaries

http://it.stlawu.edu/~msch/biometrics/downloads.htm

E. Computer Laboratory , University of Cambridge,
UK

http://www.cl.cam.ac.uk/users/jgd1000/
People:
John Daugman, CAM

II. Research Area:

1. Aanti-spoofing ("liveness detection")
2. Improved user interfaces

3. Extracting stable cryptographic keys from IrisCodes

II1. Publication:

I

1. John Daugman: Recognising Persons by Their Iris Patterns. SINOBIOMETRICS 2004:
5-25

2. John Daugman: How iris recognition works. IEEE Trans. Circuits Syst. Video Techn.
14(1): 21-30 (2004)

F. Biometric Systems Lab, University of Bologna,

Italy

http://bias.csr.unibo.it/research/biolab/bio_tree.html
People:
Dario Maio, Director

Davide Maltoni, Vice-Director
Raffaele Cappelli
Matteo Golfarelli

Alessandra Lumini



I1.

I11.

Visitors:

Ali Erol ,NNCVIS-Middle East Technical University, Ankara-Turkey

Julian Fierrez-Aguilar, Biometrics Research Lab, Universidad Autonoma de Madrid, Spain
Almudena Lindoso,Universidad Carlos III, Madrid - Spain

Research Area:

1. fingerprint

2. face

3. hand

4. performance evaluation

5. Multimodal

6. Biometric Encryption

Publiction:

1. A.Antonelli, R. Cappelli, D. Maio and D. Maltoni, "A new approach to fake finger
detection based on skin distortion", in proceedings International Conference on
Biometric Authentication (ICBA06), Hong Kong, January 2006.

2. D. Baldisserra, A. Franco, D. Maio and D. Maltoni, "Fake Fingerprint Detection by Odor
Analysis", in proceedings International Conference on Biometric Authentication
(ICBA06), Hong Kong, January 2006.

3. D. Baldisserra, A. Franco, D. Maio and D. Maltoni, "Apparecchio e metodo per
discriminare una impronta digitale vera da una impronta digitale artificiale attraverso
I’analisi dell’odore del dito associato all’impronta digitale da discriminare", Patent N.
B0O2005A000398, 2005.

4. A. Antonelli, R. Cappelli, D. Maio and D. Maltoni, "Apparecchio e metodo per
discriminare una impronta digitale vera da una impronta digitale artificiale falsa,
attraverso 1’analisi della distorsione elastica della pelle", Patent N. BO2005A000399,
2005.

5. J. Fierrez-Aguilar, L. Nanni, J. Lopez-Penalba, J. Ortega-Garcia and D. Maltoni, "An
On-Line Signature Verification System Based on Fusion of Local and Global
Information", to appear on proceedings Audio- and Video-based Biometric Person
Authentication, New York, July 2005.

6. J.L. Wayman, A.K. Jain, D. Maltoni and D. Maio, Biometric Systems - Technology,
Design and Performance Evaluation, Springer, 2005.

7. D. Maio, D. Maltoni, R. Cappelli, J.L. Wayman and A.K. Jain, "Technology Evaluation
of Fingerprint Verification Algorithms", in J.L. Wayman, A.K. Jain, D. Maltoni, D. Maio,
Biometric Systems - Technology, Design and Performance Evaluation, 2005.

8. R. Cappelli, D. Maio and D. Maltoni, "An Improved Noise Model for the Generation of
Synthetic Fingerprints", in proceedings Eighth International Conference on Control,
Automation, Robotics and Vision (ICARCV2004), Kunming, China, December 2004.

9. A. Franco, A. Lumini and D. Maio, "A Hierarchical Approach for Face Recognition", in

proceedings International Conference on Visualization, Imaging and Image Processing
(VIIP04), Marbella, Spain, pp.54-59, September 2004.



10. R. Cappelli, A. Franco, D. Maltoni and L. Nanni, "Combining Template-based and
feature-based detectors", in proceedings International Conference on Visualization,
Imaging and Image Processing (VIIP04), Marbella, Spain, pp.50-53, September 2004.

11. R. Cappelli, D. Maio and D. Maltoni, "Technology Evaluations of Fingerprint-Based
Biometric Systems", in proceedings /2th European Signal Processing Conference
(EUSIPCO2004), Vienna, Austria, pp.1405-1408, September 2004. Invited paper.

12. D. Maio, D. Maltoni, R. Cappelli, J.L. Wayman and A.K. Jain, "FVC2004: Third
Fingerprint Verification Competition", in proceedings International Conference on
Biometric Authentication (ICBA04), Hong Kong, pp.1-7, July 2004.

13. R. Cappelli, "SFinGe: an Approach to Synthetic Fingerprint Generation", in proceedings

International Workshop on Biometric Technologies (BT2004), Calgary, Canada,
pp.147-154, June 2004. Invited paper.

14. L. Nanni, A. Franco and R. Cappelli, "Towards a robust face detector”, in proceedings
Biometric Authentication Workshop (BIOAW04), Prague (Czech Republic), pp.57-69,
May 2004.

15. D. Maltoni and A K. Jain, Biometric Authentication (proceedings of BioAW2004),
Springer, 2004.

16. R. Cappelli, "FVC: Fingerprint Verification Competitions", in proceedings Second
BSI-Symposium on Biometrics 2004, Darmstadt (Germany), pp.56-63, March 2004.

17. R. Cappelli and D. Maio, "The State of the Art in Fingerprint Classification", in N. Ratha

and R. Bolle, Automatic Fingerprint Recognition Systems, Springer, 2004.
18. D. Maltoni, "Generation of Synthetic Fingerprint Image Databases", in N. Ratha and R.
Bolle, Automatic Fingerprint Recognition Systems, Springer, 2004.

G. Surrey University
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Anil K.Jain (Professor), Michigan State University, USA.
Josef Kittler (Professor), University of Surrey, UK.
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1. FFAYRIERI M - 8R1T R 40 BiometricsBank V1.0, #1d%5: 2003SR6829 (Uit
2. FETFHREE M IE R4S R IE R4 FingerSocSec V1.0, %id5: 2003SR6827 (Uit
3. T AEVIRHIEN 2% 2 ME & 5t BiometricsPass V1.0 ({5 #K BiometricsPass) , 215 :
2002SR3244
1. ANRRCOBRIE LA ZRAEAE V1.0, B S 2002SR0919, AT EERUE L.
CUEM . EA, 2002 .
WX
¢ Books and Book Chapters
1. Stan Z. Li and Anil K. Jain (ed). Handbook of Face Recognition. Springer-Verlag, 2004.
2. Stan Z. Li, Jianhuang Lai, Tieniu Tan, Guocan Feng, Yunhong Wang (eds.). Advances in
Biometric Authentication. Springer, 2004.
3. Stan Z. Li and Juwei Lu. "Face Detection and Recognition", in Emerging Topics in
Computer Vision. Gerard Medioni and Sing Bing Kang (Ed.), Prentice-Hall, 2004.
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