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Ozet verification or identification we should use something
Insanlar birbirlerini cgtli 6zelliklerine gore tanimlarlar. that really characterizes the given person. Biometrics
Bilgisayar sistemlerinde  kimlik dogrulama offer automated methods of identity verification or
(authentication) genellikle, sahip olunan (anahtamdentification on the principle of measurable
manyetik ya da cip kart) ya da bilinen (PIN, parolaphysiological or behavioratharacteristics such as a
seylere dayanir. Ancak , anahtarlar ya da Kkartldingerprint or a voice sample. The characteristics are
herzaman calinmaya aciktir. Bu nedenle daha iyi bireasurable and unique. These characteristics should nc
kimlik dogrulama igin ksiyi daha belirgin bicimde be duplicable, but it is unfortunately often possible to
tanimlayan bir sisteme géw@nim duyulur. Biometrik create a copy that is accepted by the biometric system a
teknikler burada ortaya cikar. Cunkd biometrila true sample. This is a typical situation where the level
Ozellikler  Olculebilir  ve tektir. Bu ©6zellikler of security provided is given as the amount of money the

kopyalanabilir olmamalidir. Ancak, go zaman gerge
yakin kopyalar olgturulabilmektedir.

Biometrik sistemler iki dgisik modda kullanilabilir.
Kimlik dogrulama, sisteme dnceden kayith olargikérin
bilgileri ile girilen bilginin kagilastiriimasidir. Tanima
(arama da denir) ise, kuheinin biometk verisinin
sistemdeki tim verilerle ksatastiriimasidir. Tanima

dogrulugu genellikle veritabani boyu buyutdukge azalir.

Bir kullanicini bionetrik verisinin olgturulmasi igin
genellikle 3 ya da 5 drneliair.Kullanicinin biometrik
sisteme kayit olmasglemineenrollment denir.

Abstract—This paper presents biometric authentication
techniques and actual deployment potential, together with an
independent testing of various biometric authentication products
and technologies.

Index terms—biometrics, fingerprint technologies, iris, retina
,hand geometry, signature dynamics, face recognition, speaker
verification, palm print, hand vein, DNA, thermal imaging, ear
shape, body odor, keystroke dynamics, fingernail bed

I INTRODUCTION

impostor needs to gain an unauthorized access. We hav
seen biometric systems where the estimated amoun
required is as low as $100 as well as systems where a
least a few thousand dollars are necessary. Biometric
technology has not been studied solely to authenticate
humans. A biometric system for race horses is being
investigated in Japan and a company that imports
pedigree dogs into South Africa uses a biometric
technique to verify the dogs being imported. Biometric
systems can be used in two different modes. Identity
verification occurs when the user claims to be already
enrolled in the system (presents an ID card or login
name); in this case the biometric data obtained from the
user is compared to the user’s data already stored in the
databaseldentification (also calledsearch) occurs when

the identity of the user is a priori unknown. In this case
the user's biometric data is matched against all the
records in the database as the user can be anywhere |
the database or he/she actually does not have to be thel
at all. It is evident that ehtification is technically more
challenging and costly.

Identification accuracy generally decreases as the size o
the database grows. For this reason records in large

Humans recognize each other according to their varioysianases are categorized according to a sufficiently

characteristics for ages. We recognize others by thﬁ'irscriminating characteristic
face when we meet them and by their voice as we speglg,

to them. Identity verification (authentication)
computer systems has been traditionally based

something thabne has (key, magnetic or chip card) or
one knows (PIN, password). Things like keys or cards
however, tend to get stolesr lost and passwords are

in the biometric data.

sequent searches for a particular record are searche
within a small subset only. This lowers the number of
flevant records per search and increases the accurac
(if the discriminating characteristic was properly

chosen). Before the user can be successfully verified or
identified by the system, he/she must be registered with

often forgotten or disclosed. To achieve more reliablgq piometric system. User's biometric data is captured,
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processed and stored. As the quality of this stored
biometric data is crucial for further authenticationsThere are two kinds of errotisat biometric systems do:
there are often several (usually 3 or 5) biometric
samples used to create user's master template. Thalse rejection (Type 1 error) — a legitimate user is
process of the user’s registration with the biometriejected (because thesystem does not find the user’
system is calleénrollment. current biometric data similar enough to the master
template stored in the database).
a. What to measure?
*False acceptance (Type 2 error) — an impostor is
Most significant differene between biometric andaccepted as a legitimate user (because the system find
traditional technologies lies in the answer of théhe impostor's biometric data similar enough to the
biometric system to an #hentication/identification master template of a legitimate user).
request. Biometric systendo not give simple yes/no
answers. While the passworiiher is "abcd’ or not and In an ideal system, there are no false rejections and nc
the card PIN 1234 either ialid or not, no biometric false acceptances. In a real system, however, thes
system can verify the identity or identify a persomumbers are non-zero and depend on the security
absolutely. The person’s signature never is absolutétyeshold. The higher the threshold the more false
identical and the position oféffinger on the fingerprint rejections and less false acceptances and the lower th
reader will vary as well. Instead, we are told how similahreshold the less false rejections and more false
the current biometric data te the record stored in the acceptances. The number of false rejections and the
database. Thus the biometric system actually says whainber of false acceptances are inversely proportional.
is the probability that these two biometric samples coniéhe decision which threshold to use depends mainly on
from the same person. Biometric technologies can Hee purpose of the entire biometric system. It is chosen
divided into 2 major categories according to what thegs a compromise between the security and the usability
measure: of the system. The biometric system at the gate of the
*Devices based on physiological characteristics of @isney’'s amusement park will typically use lower
person (such as the fingerprint or hand geometry). threshold than the biometric system at the gate of the
NSA headquarters. The number of false rejections/false
*Systems based on behavioral characteristics of a persmteptances is usually expressed as a percentage fro
(such as signature dynamics). the total number of authorized/unauthorized access
attempts. These rates are called fiiee rejection rate
Biometric systems from the first category are usuallfFRR)/false acceptance rate (FAR). The values of the
more reliable and accurate as the physiologicedtes are bound to a certain security threshold. Most of
characteristics are easier to repeat and often are tied systems support multiple security thresholds with
affected by current (mental) conditions such as stressappropriate false acceptance and false rejection rates
illness. One could build a system that requires a 1008@me of the biometric devices (or the accompanying
match each time. Yet such a system would be practicaflgftware) take the dedecision process sired security
useless, as only very few users (if any) could use fhreshold as a parameter of the decision process (e.qg. fo
Most of the users would be rejected all the time, because high threshold only linear transformations are
the measurement results never are the same. We havallmved), the other devices return a score within a range
allow for some variability of the biometric data in ordefe.g. a difference score between 0 and 1000, where (
not to reject too many authorized users. However, theeans the perfect match) and the decision itself is left to
greater variability we allow the greater is the probabilitthe application. If the device supports multiple security
that an impostor with a similar biometric data will bdevels or returns a score we can create a graph indicating
accepted as an authorized user. The variability is usuathe dependence of the FAR and FRR on the thresholc
called a (security) threshold or a (security) level. If thealue. The following picture shows an example of such
variability allowed is small #n the security threshold a graph:
or the security level is callekigh and if we allow for
greater variability then the security threshold or the
security level is calletbw.

b. Error ratesand their usage



FAR Although the error rates quoted by manufactures
FRE (typically ERR <[11%) might indicate that biometric
systems are very accurate, the reality is ratbeerror-

free different. Namely the false rejection rate is in
reality very high (very often over 10%). This prevents
the legitimate users to gain their access rights and stand:
for a significant problem ahe biometric systems.

FRR

I. BIOMETRIC TECHNIQUES

security threshold

The curves of FAR and FRR cross at the point whefdere are lots of biometric techniques available
FAR and FRR are equal. This value is calledetpgal nowadays. A few of them are in the stage of the researct
error rate (ERR) or thecrossover accuracy. This value only (e.g. the odor analysis), but a significant number of
does not have any practical use (we rarely want FARchnologies is already mature and commercially
and FRR to be the same), but it is an indicator hoavailable (at least ten different types of biometrics are
accurate the device is. If we have two devices with tlt@mmercially available nowadays: fingerprint, finger
equal error rates of 1% and 10% then we know that tgeometry, hand geometry, palm print, iris pattern, retina
first device is more accurate (i.e., does fewer errorgttern, facial recognitionsoice comparison, signature
than the other. However, such comparisons are not @dmamics and typing rhythm).

straightforward in the reality. First, any numbers

supplied by manufacturers are incomparable because a. Finger print technologies

manufacturers usually do nptiblish exact conditions of

their tests and second even if we have the supervisionFafigerprint identification is perhaps the oldest of all the
the tests, the tests are very dependent on the behaviobiofnetric techniques. Fingeipts were used already in
users and other external influences. The manufacturéhhe Old China as a means of positively identifying a
often publish only the best achievable rates (e.g., EARperson as an author of the document. Their use in law
0.01% and FRR<[10.1%), but this does not mean thaenforcement since the last century is well known and
these rates can be achieved at the same time (i.e., ata¢fgally let to an association fingerprint =crime. This
security threshold). Moreover, not all the manufacturepgused some worries about the user acceptance o
use the same algorithms for calculating the ratefdngerprint-based systems. The situation improves as
Especially the base for computation of the FAR oftetinese systems spread around and become more commor
differs significantly. So one must be very careful wheBystems that can automatically check details of a
interpreting any such numbers. The following tablperson’s fingerprint have been in use since the 1960s by
shows real rounded rates (from real tests) for thré@w enforcement agencies. The U.S. Government

devices set the lowest security level possible: commissioned a study by Sandia Labs to compare
various biometric technologies used for identification in
Rates/devices A B C early seventies. This study concluded that the
- _ fingerprint technologies had the greatest potential to
FAR 0.1% ] 0.2% | 6% produce the best identification accuracy. The study is
FRR 0% | 8% | 40% quit outdated now, but it tu rned the research and
development focus on the fingerprint technology since
its release.

This table shows rates (again rounded) for three devices

he hi i ible: : .
set to the highest security level possible Fingerprint readers

Rates/devices | X Y Z Before we can proceed any further we need to obtain the
FAR 0% | 0.001% | 1% digitalized fingerprint. The traditional method uses the
TRR 0% 50% | 60% ink to get the fingerprint onto a piece of paper. This

- I piece of paper is then scanned using a traditional

scanner. This method is used only rarely today when an

old paper-based database is being digitalised, a

fingerprint found on a scene of a crime is being




processed or in law enforcement AFIS systemfingerprint readers are also often embedded in
Otherwise modern live fingerprint readers are usekeyboards, mice or monitor&oth optical and silicon
They do not require the ink anymore. These livBngerprint readers are fast enough to capture and
fingerprint readers are mosbmmonly based on optical, display the fingerprint in real time. The typical
thermal, silicon or ultrasonic principles. resolution is around 500 DPI

Optical fingerprint readers are the most common at

present. They are based on reflection changes at [~
spots where the finger papilar lines touch the readt
surface. The size of the optical fingerprint reade
typically is around 10X10X5 centimeters. It is difficult
to minimize them much more as the reader has
comprise the source of light, reflection surface and tl
light sensor.

Source: ABC [1]

This is an example of the
optical fingerprint reader.
The “Biomcuse Plus” in-
tegrated with a smart card
reader is able to capture
the fingerprint at 500 DPL.
It is connected to the paralel port of a computer and costs be-
tween 3100 and 3200,

Source: IO Software [(1]

All the optical fingerprint
readers comprise of the
source of light, the light
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sensor and a special reflec-
tion surface that changes the reflection according te the preas-
sure. Some of the readers are fitted out with the processing
and memory chips as well.

Ultrasonic fingerprint readers are the newest and least
common. They use ultrasound to monitor the finger
surface. The user places the finger on a piece of glas:
and the ultrasonic sensor moves and reads whole the

fingerprint. This process takes one or two seconds.
Itrasound is not disturbed lige dirt on the fingers so

Th ical fi i k Ily reliabl
e optical fingerprint readers work usually reliably, bu guality of the bitmap obtained is usually fair.

sometimes have problems with dust if heavily used a e .
trasonic fingerprint readers are manufactured by a

not cleaned. The dust may cause latent fingerprints, :
which may be accepted by the reader as a recémgle company nowadays. This company (UltraScan
the ultrasonic

fingerprint. Optical fingerpnt readers cannot be fooled'nc'g Iowns hmultiplde pategts Jotr) hi
by a simple picture of dingerprint, but any 3D technology. The readers produced by this company are

, - B latively big (15X15X20 centimeters), heavy, noisy and
fingerprint model makes a significant problem, all th&® ) . .
reader checks is the pressure. A few readers ensive (with the price around $2500pey are able

therefore equipped with adional detectors of finger 1© S¢@n fingerprints &00, 600 and 1000 DPI (according
liveness. to the model).

Source: UltraScan [17]
This is an example of

This is a fingerprint

bitmap obtained by an a fingerprint bitmap
optical fingerprint reader image obtained by an
{Securetouch 99 manu- ultrasonic  fingerprint
factured by the Biemetric reader. This image

Access Corporation) was obtained using the

Model 703 1D Station
at 250 DPI.

Optical readers are relatively cheap and are
manufactured by a great nber of manufacturers. The
field of optical technologs attracts many newly
established firms (e.g., American Biometric Company,
Digital Persona) as well as a few big and well-known
companies (such as HP, Philips or Sony). Optical
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Scurce: UlstraScan [| 7]
Ultrasound has the ability
te penetrate many materi-
als. Ultrasonic fingerprint
scanner is based on the
difference in the acoustic
s Bl por 2 impedance of skin, air and
Fifse Traremiszian the fingerprint platen. At
each interface level, sound waves are partially reflected and
partially transmitted through. This penetration produces re-
turn signals at successive depths. Low propagation velocities
allow pulse-echo precessing of return echoes, which can be

Fiie Shuckae ol Fnge

There are about 30 minutiagtinn a typical fingerprint
image obtained by a live fingerprint reader. The FBI has
shown that no two individuals can have more than 8
common minutiae. The U.S. Court system has allowed
testimony based on 12 matching minutiae. The number
and spatial distribution of minutiae varies according to
the quality of the fingerprint image, finger pressure,
moisture and placement. In the decision process, the
biometric system tries tind a minutiae transformation
between the current distribution and the stored template.
The matching decision is then based on the possibility

timed to vary the depth at which the image is captured.

and complexity of the necessary transformation. The
decision usually takes from 5 milliseconds to 2 seconds.

Fingerprint processing
Fingerprints are not compared and usually also n
stored as bitmaps. Fingerprint matching techniques c
be placed into two categories: minutiae-based al
correlation based. Minutiae-based techniques find tl
minutiae points first and then map their relativy "
placement on the finger. Mitiae are individual unique
characteristics within the rfgerprint pattern such as points provide unique, identi-
ridge endings’ bifurcationstivergences’ dOtS or iSIandS a number of types of minutia pcf?irll:tls% lljj'f?erlijjjac:ls?lgorzge;i :::
(See the picture on the fo"owing page)_ In the rece ridge endings and ridge bifurcations (points at which a ridge
years automated fingerprint comparisons have been mbse——=—1me e of more Dranches).
often based on minutiae. The problem with minutiae
that it is difficult to extract the minutiae points
accurately when the fingerprint is of low quality. Thi
method also does not take into account the glo

Source: PRIP MSU [ 1]

Fingerprint ridges are not
continuous, straight ridges.
Instead they are broken,
forked, changed directionally,
or interrupted. The points at
which ridges end. fork and
change are called minutia
points, and these minutia

the speed of the decision sometimes depends on th
ecurity level and the negative answer very often takes
onger time than the positive one (sometimes even 10

pattern of ridges and furrows. The correlation-baset"®S more). There is no direct dependency between the

method is able to overcome some of the difficulties ap%d and accuracy of the matching algorithm according

the minutiae-based approach. However, it has somefOU" experience. We have seen fast and accurate a

its own shortcomings. Correlation-based techniqu&e” as slow and less accurate matching algorithms.
require the precise locatiosf a registration point and
are affected by image translation and rotation. Tt
readability of a fingerprint depends on a variety of wor
and environmental factors. These include age, gend
occupation and race. A young, female, Asian min
worker is seen as the most difficult subject. /
surprisingly high proportin of the population have
missing fingers, with the left forefinger having the
highest percentage at 0.62%. The minutiae found in the fingerprint image are also
used to store the fingerprint for future comparisons. The

Source: PRIP MSU [11]

The minutiae matching is a
process where twe sets of
minutiae are compared to de-
cide whether they represent
the same finger or not.

Loop Whorl

Source: Digital Persona [4]

The loop is the most common type of fingerprint pattern and accounts for about 63% of all prints. The
arch pattern is a more open curve than the loop. There are two types of arch patterns: the plain arch
and the tented arch. Wher! pattems cccur in abeut 30% of all fingerprints and are defined by at least
one ridge that makes a complete circle.

£ 2N
' N f_f \\\\ minutiae are encodedand often also compressed. The

4’@§ “"/ﬂi‘&: size of such a master template usually is between 24
i ‘%&%\ ﬁ/gﬁ‘\u : P sually 1s o

RN = bytes and one kilobyte. Fingerprints contain a large

amount of data. Because of the high level of data presen
in the image, it is possible to eliminate false matches
and reduce the number of possible matches to a smal
fraction. This means that the fingerprint technology can
be used for identification even within large databases.



Fingerprint identification technology has undergone an
extensive research and development since the seventies.
The initial reason for the effort was the response to the
FBI requirement for an identification search systenThe iris is the colored ring of textured tissue that
Such systems are called Automated Fingerprisurrounds the pupil of the eye. Even twins have different
Identification Systems (AFIS) and are used to identifiyis patterns and everyone’s left and right iris is
individuals in large databases (typically to find thaifferent, too. Research shows that the matching
offender of a crime according to a fingerprint found accuracy of iris identification is greater than of the DNA
the crime scene or to identify a person whose identity tissting.
unknown). AFIS systems amperated by professionals
who manually intervene the minutiae extraction an
matching process and thus their results are rea|
excellent. In today’'s criminal justice applications, th
AFIS systems achieve over 98% identification rate whil
the FAR is below 1%. The typical access contrc
systems, on the other side, are completely automat
Their accuracy is slightly worse. The quality of the
fingerprint image obtained by an automated fingerpril
s oy e 5 pattr i aken by & special rayscale camer
fingerprint préview and so the users do not know if th"¥ the d|st§1_nce of 10-40 cm from the camera (ea_rher
dels of iris scanners required closer eye positioning).

erpri s 9o/ o

positioning a_lnd pressure Qf the finger is correct. ThFhe camera is hidden behind a mirror, the user looks
_automatlc minutiae extraction in a lower quality IMaYE, 15 the mirror so that he/she can see his/her own eye
is not perfect yet. Thus the overall accuracy of SUChtﬁFn also the camera can “see” the eye. Once the eye |

syste_m IS lower. So.me newer systems are based noF Aable (not moving too fast) and the camera has focusec
on minutiae extraction, they use the length and positi

n : . '
. . . properly, the image of the eye is captured (there exist
of the papilar lines as well. A few system take Ir"[Elso simpler versions wibut autofocus and with a

account even pores (theirapal distribution), but the

problem with pores is thahey are too dependent on th€capture button).
fingerprint image quality and finger pressure. Most ¢
the biometric fingerprint systems use the fingerprir
reader to provide for the fingerprint bitmap image only
whole the processing and matching is done by

software that runs on a comput(the software is often

available forprocessing Microsoft Windows operating

systems only). There are currently only very fey
fingerprint devices that do all the processing by tr
hardware. The manufacturers thie fingerprint readers

used to deliver the fingerprint processing software wil
the hardware. Today, the market specializes. Even if
is still possible to buy a fingerprint reader with ¢
software package (this is the popular way especially f
the low-end devices for home or office use) ther
software are many manufacturers that produc

C. Iris

Each iris is a unique structure
featuring a complex pattern.
This can be a combinaticn of
specific characteristics known
as corona, crypts, filaments,
freckles, pits, furrcws, stria-
tions. and rings.

-

Source: Iridian Technologies
("]

The iriscode is computed very
fast and takes 256 bytes. The
probability that 2 different
irises ceuld produce the same
iriscode is estimated as low as 1 : 107 The probability of two
persons with the same iris is very low {1 : 1052),

Source: Iridian Technologies [7]

fingerprint hardware only (e.g. fingerprint silicon chips
by Thomson) or software companies that offer devic
independent fingerprint pcessing software (e.g.
Neurodynamics). Device-ingendent software is not

The PC iris uses a hand-held personal iris imager that functions as a computer pheripheral. The user
helds the imager in his hand, looks inte the camera lens from a distance of 10 ¢m and presses a button
to initiate the identification process. The Iris Access is more advanced. It is auto-focus and has a
sensor that checks whether an individual has stepped in front of the camera. It is also able to guide the
person audily into the correct positicn.

bound to images obtained by one single input devices,
but their accuracy is very low if various input deviceShe iris scanner does not need any special lighting

are mixed.
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conditions or any special kind of light (unlike the
infrared light needed for éhretina scanning). If the



background is too dark any traditional lighting can bsimple attack. The manufacturer provided us with a
used. Some iris scanners also include a source of ligigwer version of the system after several months. We
that is automatically turnedn when necessary. The irisdid not succeed with our simple attacks then, but we
scanning technology is not intrusive and thus is deemetish to note that we did not have enough time to test
acceptable by most users. The iris pattern remains stainlere advanced versions of our attack.A single company
over a person’s life, being only affected by severdlridian Technologies, Inc.) holds exclusively all the
diseases. Once the gray-scale image of the eyewisrld-wide patents on the iris recognition concept. The
obtained then the software ®i¢o locate the iris within technology was invented by J. Daugman of Cambridge
the image. If an iris is found then the software createdJmiversity and the first iris scanning systems were
net of curves covering the iris. Based on the darknesslafinched in 1995.
the points along the lines the software creates the
iriscode, which characterizes the iris. When computir
the iriscode two influences have to be taken int
account. First, the overall darkness of the image
influenced by the lighting conditions so the darknes
threshold used to decide whether a given point is dark
bright cannot be static, it must be dynamically compute e
according to the overall picture darkness. And SECOr | g™ xTvre qo mot reatire b regognition products info ATMSs.
. . | . Such ATMs do not require bank cars anymore, the system iden-
the size of the iris dynamlca”y changes as the size of t tifies customers automatically. In 2000 Iriscan, Inc. merged with
pupil changes. Before computing the iriscode, a Prop| Sensar, Inc. and changed its name to Iridian Technologies, Inc.
transformation must be dorle.the decision process the
matching software given 2 iriscodes computes the
Hamming distance based on the number of different bits.
The Hamming distance is a score (within the range 0 — . . .
1, where 0 means the same iriscodes), which is thgﬁtlna scan is based on the blood vessel pattern in the
compared with the security threshold to make the fin *F“”_% of the eye. Retina scan technology is older than
decision. Computing the Hamming distance of tw: e iris scan technology that also uses a part of the eye

o : oo : he first retinal scanning systems were launched by
iriscodes is very fast (it is igpeed fact only counting PR . .
the number of bits in the exclusive OR of the thyeDentn‘y in 1985. The main drawback of the retina

iriscodes). Modern computers are able to compare oven 1S Its _mtrusweness_. The_ Ml Of. obtaining a
4 000 000 iriscodes in one second. rgtlna scan is personally invasive. A laser light must be
An iris scan produces a high data volume which implié]l,v”ec'[e_oI through the cornea Of the eye. Also _the

a high discrimination (identifation) rate. Indeed the iris operatlon_ of thg retina scanner Is no_t easy. A skilled
systems are suitable for identification because they agr erator is rqu'red. and the person being scanned has t
very fast and accurate. Our experience confirms all thig10W his/her directions.

The iris recognition was the fastest identification out qf

all the biometric systems we could work with. We hav
never encountered a false acceptance (the database
not very large, however) and the false rejection rate w
reasonably low. The manufacturer quotes the equal er
rate of 0.00008%, but so low false rejection rate is n
achievable with normal (non-professional) users. It

said that artificial duplication of the iris is virtually
impossible because of the unique properties. The iris
closely Conr.]eCted to the human brain and it Is said to alyzed for characteristic points within the pattern. The retina
one of the first parts of the _bf)dy to decay after death scan is more susceptible to some diseases than the iris scan,
should be therefore very difficult to create an artificig| ,; such diseases are relatively rare.

iris or to use a dead iris to fraudulently bypass the
biometric system if the detection of the iris liveness 'E
working properly. We were testing an iris scannin%S
system that did not have any countermeasurga
implemented. We fooled such a system with a very
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| i Sensar used to be the only licensee,
that used the iris recognition pro-
cess in the financial sector. It
signed agreements with ATM man-
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d. Retina

Source: EyeDenfify [7]

Retina is not directly wvisi-
ble and sc a coherent infrared
light scurce is necessary to
illuminate the retina. The
infrared energy 1s absorbed
faster by bleod vessels in the
retina than by the surrounding
tissue. The image of the retina blood vessel pattern is then an-

retina scan produces at least the same volume of dat:
a fingerprint image. Thus its discrimination rate is
fficient not only for verification, but also for
entification. In the practice, however, the retina



scanning is used mostly for verification. The size of thepecial guide markings to position the hand better and
eye signature template is 96 bytes. The retinal scanningve two (both verticalral horizontal) sensors for the
systems are said to be very accurate. For example Had shape measurements. So, sensors from thi
EyeDentify’s retinal scanning system has reputedlyategory handle data from all the three dimensions.
never falsely verified an unauthorized user so far. The

false rejection rate, on the other side, is relatively hic
as it is not always easy to capture a perfect image of
retina.Retinal scanning is used only rarely today becat
it is not user friendly and still remains very expensive
Retina scan is suitable for applications where the hi
security is required and the user’'s acceptance is no
major aspect. Retina scan systems are used in many |
prisons to verify the prisoners before they are release
The check of the eye liveness is usually not of
significant concern as the thed of obtaining the retina
blood vessel pattern is rather complicated and requit
an operator.

This is a 2D pic-
ture of the hand
shape. Most mod-
ern systems use all
three dimensions to
measure the hand’s
charactaristics.

Hand geometry scanners are easy to use. Where th
hand must be placed accurately, guide markings have

B entify (-] been incorporated and the units are mounted so that the;
The company are at a comfortable height for majority of the
EyeDentify population. The noise factorscatuas dirt and grease do
:}Smdu‘;: D”'C;‘l', not pose a serious problem, @dy the silhouette of the

the retinal eve
scanners. It has
been founded in

hand shape is important. The only problem with hand
geometry scanners is in the countries where the public
do not like to place their hand down flat on a surface

the late sevenfies and since then has developped a number

of retina scanners. The current medel 2001 is equipped with where someone else’s handsfeeen placed- A few hand
the memory for 3300 templates and (after the image has been geometry scanners produce only the video signal with
captured) is able to verify an individual in 1.5 seconds or run fNitali ; ; ;
an identification {withing the stored 3000 templates) in less the hand Shape' Image dlgltallzatlon and Processing 1

then done in the computer. On the other side there exis
very sophisticated and automated scanners that dc
everything by themselves including the enrollment, data
storage, verification and even simple networking with a

master device and multiple slave scanners. The size of

Hand geometry is based on the fact that nearly ev§Dfica| hand geometry scanner is considerably big(30
person’s hand is shaped differently and that the shape of

a person’s hand does not change after certain age. H30d/ 50 cm). This is usually not a problem as the hand

geometry systems produce estimates of certain

measurements of the hand such as the length and %S metry scanners are typically used for physical acces:

width of fingers. Various nthods are used to measurecontrOI (e.g. at a door), where the size is not a crucial

the hand. These methods are most commonly baéae%ameter.
either on mechanical or optical principle. The latter ones
are much more common today. Optical hand geometry
scanners capture the image of the hand and using the
image edge detection algorithm compute the hand’s
characteristics. There are basically 2 subcategories of
optical scanners. Devices from the first category create a
black and white bitmap image of the hand’s shape. This
s easily done using a source of light and a black-and-
white camera. The bitmap image is then processed by
the computer software. Only 2D characteristics of the
hand can be used in this case. Hand geometry systems
from the other category are more sophisticated. They use
8

than 5 seconds.

e Hand Geometry



This approach is much more flexible. If the majority of

Source:  Recogni- the signature is accurate and only jprevent is missing

tion Systems [ [4]

This is a hand or added then this event can be easily ignored.There ar
geometry scar. \d/arlous_ km‘?ﬁ of dewcgsh used dt_o_ ca|o|tur§I the S|gnatu_reI
ner HandKey I ynamics. These are either traditional tablets or specia

purpose devices. Tablets capture 2D coordinates and thi
pressure. Special pens are able to capture movements i
all 3 dimensions. Tablets have two significant
disadvantages. First, the resulting digitalised signature
looks different from the usual user signature. And
second, while signing the user does not see what he/sh
has written so far. He/she has to look at the computer
monitor to see the signatur&his is a considerable
Hand geometry does not produce a large data set @@wback for many (unexperienced) users. Some specia
compared to other biometrystems). Therefore, givenpens work like normal pens, they have ink cartridge
a large number of records, hand geometry may not iide and can be used to write with them on paper.

able to distinguish sufficiently one individual from
another. The size of the hand template is often as sn

as 9 bytes. Such systems are not suitable f _ Thiff Is a signature.
identification at all. The verification results show tha [t was captured us-
hand geometry systems are suitable for lower lev ing a tablet.

security application. The hand geometry systems are
used for example at the Disney Theme Parks in the WSperson does not make a signature consistently the
or were used at the 1996 Olympic Games in Atlantgame way, so the data obtained from a signature from ¢
The manufacturers advertise the Crossover accurgfyson has to allow for quite some variability. Most of
about 0.1%. These numbers are difficult to obtain ihe signature dynamics systems verify the dynamics
reality. FAR of 3% and FRR of 10% at the middigly they do not pay any attention to the resulting
security threshold are more realistic. The verlflcatlogignature. A few systems dhito verify both (i.e. the
takes takes about one second. The speed is not a crugighature dynamics as well as the resulting signature
point because the hand geometry systems can be Uggfk jtself). Our experience shows that if the system
for verification only. _ does not verify the resulting signature, tiiea signature

f. Signature Dynamics that is accepted as a true match may look significantly

_ _ o different from the master template. The speed of writing
The signature dynamics recognition is based on the often the most important factor in the decision

dynamics of making the signature, rather than a dire&tocess’ so it is possible to successfully forge a

comparison of the signature itself afterwards. Th§gnatyre even if the resulting signature looks so
dynamics is measured as a means of the pressyigerent that any person would notice.

direction, acceleration and the length of the strokes,

number of strokes and their duration. The most obviol
and important advantage of this is that a fraudster cani
glean any information on how to write the signature kt
simply looking at one that has been previously writtel
Pioneers of the signature rifecation first developed a
reliable statistical method in 1970s. This involved th
extraction of ten or more writing characteristics such : E-pad Smmaripes

the number of times the pen was lifted, the total writin| souee: Pen0p [1:], Smartpen[] _ _ _

time and the timing of turning POINtS. The MAtCRIN £ i sovs e ssmre on e et gy whe the S o £ 1 o
process was then performed using fairly standafsiideeand canbeused towrie onto any paper

statistical correlation methods. Newer sequential

techniques treat the signature as a number of sepanate have tried simple attempts to sign as other users a:
events, with each event consisting of the period betwegell as simulation of attacks where the attacker has seer
the pen striking the writing surface and lifting off again.

9

manufactured by
the Recognition
systems, Inc. Special guides use electrical
conductivity to ensure that the fingers really
touch the pins. Correct position of the fingers
is indicated by a led dicd on the front pannel.




a user signing once or several times. Our results sh| __
that individuals’ ability to fake signature dynamics| =~
substantially improves after they see the way the tn
signers sign. The size of data obtained during tt
signing process is around 20 kB. The size of the mas
template, which is computed from 3 to 10 signature
varies from around 90 bytes up to a few kilobytes. Eve
if the size of the master template is relatively high th
signature recognition has problems with matc
discrimination and thus is gable for verification only.

The accuracy of the signature dynamics biometridnother method for facial recognition has been

systems is not high, the crossover rate published Bgveloped in the past three years. The method is base
manufacturers is around 2%yt according to our own on categorizing faces according to the degree of fit with
experience the accuracy is much worse. The leadiadixed set of 150 master eigenfaces. This technique is ir
companies in the signature systems are Cyber-Sidact similar to the police method of creating a portrait,

After locating the face
in the image the sys-
tem locates eves with-
in the face region.

PenOp and Quintet. but the image processing is automated and based on
real picture here. Every facedssigned a degree of fit to
g. Facial Recognition each of the 150 master eigenfaces, only the 40 template

eigenfaces with the highest degree of fit are necessary t
Facial recognition is the most natural means a@&construct the face with the accuracy of 99%.The
biometric identification. Themethod of distinguishing image processing and facisiimilarity decision process
one individual from another is an ability of virtuallyis done by the computer software at the moment, this
every human. Until recently the facial recognition hagrocessing requires quite a lot of computing power and
never been treated as a science. Any camera (witrs@it is not easy to assemble a stand-alone device fol
sufficient resolution) can be used to obtain the image tsfce recognition. There are some efforts (by companies
the face. Any scanned picture can be used as wdike Siemens) to create a specialpurpose chip with
Generally speaking the better the image source (immbedded face recognition instruction set.
camera or scanner) the more accurate results we get. The
facial recognition systems usually use only the gra
scale information. Colors (if available) are used as
help in locating the face ithe image only. The lighting
conditions required are mainly dependent on the qual
of the camera used. In poor light condition, individue
features may not be easily discernible. There exist ev
infrared cameras that can be used with facial recogniti
systems. Most of facialkecognition systems require the i
user to stand a specific distance away from the cam{
and look straight at the camera. This ensures that f F\\
captured image of the face is within a specific sizl =.
tolerance and keeps the features (e.g., the eyes) in—<s
similar position each time as possible. The first task qf
the processing software is to locate the face (or face h i but it h b I f
within the image. Then the facial characteristics a t'me’ ut it has 00‘ eenery Sfi“Sfy'”g SO far.
extracted. Facial recognition technology has recen Pﬁcord_mg to our ex_pernend;here is still a potential for
developed into two areafacial metrics andeigenfaces. improving the algorithms for face location. The current

Facial metrics technology relies on the measurementsoq]ctWare often does not find the face at all or finds "a

o - face” at an incorrect place. This significantly makes the
the specific facial featuresh@ systems usually look for . )
P ¢ sy y sults worse. Better results can be achieved if the

the positioning of the eyes, nose and mouth and thg ;
distaelces betvgeen these):‘eatures) operator is able to tell the system exactly where the eyes

' are positioned. The systems also have problems to
distinguish very similar persons like twins and any

significant change in hair or beard style requires re-

The face regicn is rescaled fo a fixed
pre-defined size (e.g. 130 = 100
peints). This normalized face image
1s called the canonical image. Then
the facial metrics are computed and
stored in a face template. The typ-
ical size of such a template is be-
tween 3 and 5 kB, but there exist sys-
tems with the size of the template as
small as 94 bytes.

e accuracy of the face recognition systems improves
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enrollment. Glasses can also cause addition®mplate (voiceprint). Later the system asks for the same
difficulties. The quoted accacy of facial recognition phrase and compares the voiceprints. Such a system i
systems varies significantly, many systems quote tkalnerable to replay attack#; an attacker records the

crossover accuracy of less then one percent. Theer's phrase and replays it later then he/she can easil
numbers from real systems are not so pleasant, ten the user’s privilege. More sophisticated systems use
crossover accuracy is much higher and indicates trmtkind of challenge-response protocol. During the
these systems are not suitable for identification. #nrollment the system records the pronunciation of
security is the main concern then even the verificatianultiple phrases (e.g. numbers). In the authentication
accuracy may not be sufficiently good. Facigbhase the system randomly chooses a challenge and asl
recognition systems are offered by a great number thie user to pronounce it. In this case the system not only
suppliers nowadays, to name a few of them: Mirospmpares the voiceprints, but also deploys the speect
Neurodynamics or Visionics. The face recognitiomecognition algorithms and checks whether the proper
system does not require any contact with the person asfthllenge has really been said. There exist (very few)
can be fooled with a pictarif no countermeasures aresystems that are really text independent and can cope
active. The liveness detection is based most commoniljth the full vocabulary. Speaker verification is quite

on facial mimics. The user is asked to blink or smile. Becure from the professional mimics since the system
the image changes properly then the person nsake a comparison of the word stored in a different way
considered “live”. A few systems can simultaneouslthan humans compare voices. Currently there are three
process images from two cameras, from two differemajor international projects in the field of voice

viewpoints. The use of two cameras can also avdidchnology: PICASSO, CASKDE and Cost 250. There

fooling the system with a simple picture. is a great number of commercially available voice
systems as well. Keyware, VeriTel and
h. Speaker Verification InternationalElectronics are a few of the leading

companies. Speaker verificai is a biometric technique
The principle of speaker verification is to analyze thbased on behavioral characteristic and as such can b
voice of the user in order to store a voiceprint that rsegatively affected by the current physical condition and
later used for identification/verification. Speakethe emotional state. The accuracy of the speaker
verification and speech recognition are two differenterification can also be affected by the background and
tasks. The aim of speech recognition is to fividit has network noise in the input signal. This increases the
been told while the aim of the speaker verification iflse rejection rate. During the tests of a speaker
who told that. Both these technologies are at the edgerification system in the Sandia Labs the false
between research and industrial development. Texasceptance rate after a single attempt was 0.9% and th
Instruments reported their work in speech verificatiofalse rejection rate afténree attempts was 4.3%. A trial
for access control already in the early 1970’s. There aaeUBS’s Ubilab achieved the equal error rate of 0.16%
many commercial systems available today, but theafter a one attempt.
accuracy still can be improved. Speaker verification

focuses on the vocal characteristics that produce speech . Other Biometric Technologies
and not on the sound or the pronunciation of the speech
itself. The vocal characteristics depend on the Palmprint

dimensions of the vocal tract, mouth, nasal cavities and

the other speech processing mechanisms of the hunfaimprint  verification is a slightly different
body. The greatest advantage of speaker verificationplementation of the fingerprint technology. Palmprint
systems is that they do not require any special asdanning uses optical readers that are very similar to
expensive hardware. A microphone is a standatdose used for fingerprint scanning, their size is,
accessory of any multimedia computer, speakéowever, much bigger and this is a limiting factor for
verification can also be used remotely via phone line. e use in workstations or mobile devices.

high sampling rate is not required, but the background

(or network) noise causes a significant problem that Hand vein

decreases the accuracy. The speaker verification is not

intrusive for users and is easy to use. The systd#and vein geometry is based on the fact that the vein
typically asks the user to pronounce a phrase during fbattern is distinctive for various individuals. The veins
enrollment, the voice is then processed and stored iruder the skin absorb infrared light and thus have a
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darker pattern on the image of the hand taken by @npossible to diagnose some diseases or activities in the
infrared camera. The hand vein geometry is still in tHast hours (like sex, for example) by analyzing the body
stage of research and development. One such systeroder.
manufactured by British Technology Group. The device
is called Veincheck and uses a template with the size of Keystroke dynamics
50 bytes.
Keystroke dynamics is a method of verifying the identity
DNA of an individual by their typing rhythm which can cope
with trained typists as well as the amateur two-finger
DNA sampling is rather intrusive at present and requirégist. Systems can verify the user at the log-on stage ot
a form of tissue, blood or other bodily sample. Thithey can continually monitor the typist. These systems
method of capture still has be refinedSo far the DNA should be cheap to install as all that is needed is a
analysis has not been sufBaitly automatic to rank the software package.
DNA analysis as a biometric technology. The analysis of
human DNA is now possible within 10 minutes. As soon Fingernail bed
as the technology advances so that DNA can be matched
automatically in real time, it may become mordhe US company AIMS is developing a system which
significant. At present DNA is very entrenched in crimecans the dermal structure under the fingernail. This
detection and so will remain in the law enforcement aré@ngue and groove structure is made up of nearly

for the time being. parallel rows of vascular rich skin. Between these
parallel dermal structures are narrow channels, and it is
Thermal imaging the distance between these which is measured by the
AIMS system.
This technology is similar to the hand vein geometry. It
also uses an infrared source of light and camera to |||. PRACTICAL | SSUES
produce an image of the vein pattern in the face or in the
wrist. a. TheCoreBiometric Technology
Ear shape There are at least ten biometric techniques commercially

- ' _ available and new techniques are in the stage of researc
Identifying individuals by the ear shape is used in lagnd development. What conditions must be fulfilled for
enforcement applications where ear markings are fougthiological measurement tiecome a biometric? Any
at crime scenes. Whether this technology will progreggiman physiological or beti@ral characteristics can

to access control applications is yet to be seen. An g@afcome a biometric provided the following properties
shape verifier (Optophone) is produced by a Frenglie fulfilled.
company ART Techniques. It is a telephone-type

handset within which is a lighting unit and camerasyunijversality: This means that every person should

which capture two images of the ear. have the characteristics. It is really difficult to get 100%
coverage. There are mutegpde, people without fingers
Body odor or with injured eyes. All these cases must be handled.

The body odor biometrics is based on the fact thayniqueness: This means that no two persons should be
virtually each human smell is unique. The smell ithe same in terms of the biometric characteristics.
captured by sensors that are capable to obtain the ogifgerprints have a high discrimination rate and the
from non-intrusive parts of the bOdy such as the back Qfobab”ny of two persons with the same iris is
the hand. Methods of capturing a person’s smell agg&timated as low as 1 :s10dentical twins, on the other

being explored by MastiffElectronic Systems. Eachsjde, cannot be easily distinguished by face recognition
human smell is made up of chemicals known aghd DNA-analysis systems.

volatiles. They are extracted by the system and

converted into a template. The use of body odor sensefsermanence: This means that the characteristics
brings up the privacy issue as the body odor carriessRould be invariant with timm While the iris usually
Significal ammount of sensitive pel’sonal information. Iﬂemains stable over decadeS, a person’s face Change
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significantly with time. The signature and its dynamican input device. The quality of the first biometric sample
may change as well and the finger is a frequent subjeégtcrucial for further authemations of the user, so the
to injuries. quality of this biometric sample must be particularly

checked and if the quality is not sufficient, the
*Collectability: This means that the characteristicacquisition of the biometric sgple must be repeated. It
must be measured quantitatively and obtaining theay happen that even multiple acquisitions do not
characteristics should be easy. Face recognition systegeserate biometric samples with sufficient quality. Such
are not intrusive and obtaining of a face image is easy.user cannot be registered with the system. There ar
In the contrast the DNA analysis requires a blood @lso mute people, people tvut fingers or with injured
other bodily sample. The retirezan is rather intrusive eyes. Both these categories create a "failed to enroll®
as well. group of users. Users very often do not have any

previous experiences with the kind of the biometric
*Performance: This refers to the achievablesystem they are being registered with, so their behavior
identification/verification accuracy and the resourceat the time of the first contaetith the technology is not
and working or environmental conditions needed toatural. This negatively influees the quality of the first
achieve an acceptable accuracy. The crossover accuraasurement and that is why the first measurement is
of iris-based systems is under 1% and the system is apleded by a professional who explains the use of the
to compare over 40 iriscodes in one second. Thebiometric reader.

crossover accuracy of some signature dynamics systems
is as high as 25% and the verification decision takes
over one second.

Creation of master characteristics

The biometric measurements are processed after the
N e acquisition. The number of biometric samples necessary
Acceptability: This indicates to what extend peopl&q frther processing is based on the nature of the usec
are willing to accept the biometric system. FaCfiometric technology. Sometimes a single sample is
recognition systems are personally not intrusive, buficient, but often multiple (usually 3 or 5) biometric

there are countries where tagipictures of persons is gamples are required. The biometric characteristics are
not wab!e. The retina scanner requires an infrared '_a§ﬁ63t commonly neither compared nor stored in the raw
beam directed through the cornea of the eye. ThiS d§mat (say as a bitmap). The raw measurements contait
rather invasive and only few users accept this ot of noise or irrelevant information, which need not

technology. be stored. So the measurements are processed and on
the important features are extracted and used. This

*Circumvention: This refers to how difficult it is 10 gignificantly reduces the size of the data. The process of
fool the system by fraudulent techniques. An automatgghre extraction is not lossless and so the extractec

access control system that can beeasily fooled withi@yres cannot be used teconstruct the biometric
fingerprint model or a picture of a user's face d°e§ample completely.

notprovide much security.

Storage of master characteristics
b. The Layer Model

) ) After processing the first biometric sample and
Although the use of each biometric technology has if§racting the features, we have to store (and maintain)
own specific issues, the basiperation of any biometric \he pewly obtained master template.Choosing a proper
system is very similar. The system typically follows th§iscriminating characteristic for the categorization of

same set of steps. The separation of actions can leadd@yrds in large databases can improve identification

identifying critical issues and to improving SEcurity O{gearch) tasks later on. There are basighfipssibilities
the overall process of biometric authentication. T

. _ here to store the template: in a card, in the central
whole process starts with the enroliment. database on a server, on a workstation or directly in an
authentication terminal. Theasaige in an authentication
terminal cannot be used for large-scale systems, in sucl

a case only the first two possibilities are applicable. If

This is the first c9nta_ct of t_he user W'.th the _blometr! rivacy issues need to be considered then the storage o
system. The user’'s biometric sample is obtained usi 9card has an advantage, because in this case n

First measurement (acquisition)
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biometric data must be stored (and potentially misusecheck the user’s liveness in software (the proper change
in a central database. The storage on a card requiresf aa characteristic with time). No matter whether
kind of a digital signature of the master template and bardware or software is useensuring that the biometric
the association of the user with the master templateeasurements are genuine is crucial for the system to b
Biometric samples as well as the extracted features aexure. Without the assumption of the genuine data
very sensitive data and so the master template shoulddiained at the input we canrgst a secure system. It is
stored always encrypted no matter what storage is usadt possible to formally prove that a reader provides
As soon as the user is enrolled, he/she can use tmy genuine measurements and this affects also the
system for successful authentications or identificationgossibility of a formal proof of the security of whole the
This process is typically fully automated and takes thH®ometric system. The liveness test of a person is not ar
following steps: easy task. New countermeassirare always to be
followed by newer attacks. We do not even know how
efficient the current countermeasures are against the
attacks to come. Biometric readers are not yet the main
target of sophisticated criminals. But then we can expect
Acquisition(s) a wave of professional attacks. We have seen a few
biometric readers where thetiesated cost of an attack
The current biometric meagments must be obtainedis as low as a few hundred dollars. The security of such
for the system to be able to make the comparison wighsystem is really poor.
the master template. These subsequent acquisitions of
the user’s biometric measurements are done at various Creation of new characteristics
places where the authentication of the user is required.
This might be user’'s computer in the office, an ATM'he biometric measurementbtained in the previous
machine or a sensor in front of a door. For the bestep are processed and new characteristics are create
performance the kind of the input device used at thiéhe process of feature extraction is basically the same a:
enrollment and for the subsequent acquisitions should inethe case of the enrollment. Only a single biometric
the same. Other conditions of use should also be sample is usually available. This might mean that the
similar as possible with theonditions at the enrollment. number or quality of the features extracted is lower than
These includes the background (face recognition), théthe time of enrollment.
background noise (voice verification) or the moisture
(fingerprint). While the enroliment is usually guided by Comparison
trained personnel, the subsequent biometric
measurements are most commonly fully automatic afdhe currently computed characteristics are then
unattended. This brings up a few special issues. Firstbgmpared with the characteristics obtained during
the user needs to know hdw use the device to provide enrollment. This process is very dependent on the nature
the sample in the best quality. This is often not easy the biometric technology used. Sometimes the desired
because the device does not show any preview of thecurity threshold is a parameter of the matching
sample obtained, so for example in the case of process, sometimes the biometric system returns a scor
fingerprint reader, the useloes not know whether thewithin a range. If the system performs verification then
positioning of the finger on the reader and the pressufree newly obtained characteristics are compared only
is correct. Secondly, as the reader is left unattended, iwgh one master template (or with a small number of
up to the reader to check that the measurements obtainekter templates, e.g. a set of master templates for a fev
really belong to a live persons (the liveness propertyifferent fingers). For an &htification request the new
For example, a fingerprint reader should tell if theharacteristics are matched against a large number o
fingerprint it gets is from a live finger, not from a masknaster templates (either agst all the records in the
that is put on top of a fingeSimilarly, an iris scanner database or if the database is clustered then against th
should make sure that the iris image it is getting is frorelevant part of the database)
a real eye not a picture @n eye. In many biometric
techniques (e.g. fingerprinting) the further processing Decision
trusts the biometric hardware to check the liveness of
the person and provide genuine biometric measuremeifitee final step in the verification process is the yes/no
only. Some other systems (like the face recognitiomjecision based on the threshold. This security threshold
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is either a parameter of the matching process or thecurity of the system cannot be based on knowledge o
resulting score is comparedtiwv the threshold value to the biometric characteristics. When using secret keys or
make the final decision. In the case of identification theasswords for authentication, a common method to
user whose master template exceeds the thresholddéseat replay attacks is to use a challenge-response
returned as the result. Iinultiple master templates protocol, in which the password is never transmitted.
exceed the threshold then either all these users #mstead, the server sends a challenge that can only b
returned as the result orethemplate with the highestanswered correctly if the client knows the correct

score is chosen. Although the error rates quoted pgssword. Unfortunately, this method does not apply to
manufactures (typically ERR<[] 1%) might indicate biometric data. The difference between a password anc
that biometric systems are very accurate, the reality dasfingerprint is that the password is supposed to be
rather different. The accurac§ biometric systems used secret, while the fingerprint is not. Hence, replaying

by nonprofessional users is much lower. Especially tltacks are inherent with biometric authentication

false rejection rate is in reality very high (very ofteschemes. The only way how to make a system secure i
over 10%). This prevents the legitimate users to gaio make sure that the characteristics presented cam
their access rights and stands for a significant probldnom a real person and were obtained at the time of
of the biometric systems. verification.

C. Biometrics and Cryptography Theliveness problem

Is cryptography necessary for the secure use $b-called liveness problem is a closely related issue.
biometric systems? The answer is quite clear: Ye®ne has to make sure that the authentication device is
There are basically two kinadg biometric systems: verifying a live person. The liveness test is dependent on
the kind of biometric technology used and it is a task left
*Automated identification systems operated bwyp to the core biometricethnology. Some biometric
professionals. The purpose of such systems is to identi§chniques (e.g. face recognition or voice verification)
an individual in question or to find an offender of anay use experiences with the challenge-response
crime according to trails left on the crime scene. Th@otocols used in cryptography. The user is then askec
operators of these systems do not have any reasoridopronounce a randomly chosen phrase or make &
cheat the system, so the only task for the cryptographycisrtain movement. The biometric system has to trust the
to secure the sensitive biometric data. input device it provides only genuine measurements. We
cannot make a secure system if we do not trust the
*Access control systems. These systems are used bigmetric input device. If a malicious party can easily
ordinary users to gain a privilege or an access righamper with a fingerprint scanner, the whole system is
Securing such a system is much more complicated taskot secure no matter how secure the other parts of the
Let us consider further the general-use systems of thystem are. In terms of the hardware of the device, until
latter type, as this report is devoted solely to the usemdw, only smartcard-based devices can provide certain

biometrics for the authentication. level of tamper-resistance. (Note: Smartcards are hardly
ever tamper-proof, rather tamper-resistant.) The
Biometrics are not secrets trustworthiness of a device is also a relative concept that

depends on how the device is used. For example, &
Some systems incorrectly assume that biometiiemovable optical finger scanner put in a public place
measurements are secret and grant access whwy be treated as untrustworthy, while the same
matching biometric measurements are presented. Swemovable optical finger scanner may be treated as
systems cannot cope with the situations when theistworthy in a place where there is a constant human
biometric measurements are disclosed, because tupervision.
biometrics cannot be changed (unless the user is willing
to have an organ transplant). Moreover, the user will not Authentication software
learn that his/her biometriis disclosed. People leave
fingerprints on everything they touch, and the iris can ghe biometric system must be convinced that the
observed anywhere they look. Biometrics definitely angresented biometric measurements come from a trustec
sensitive data and therefore should be propeilgput device and were captured at a certain time. If the
protected, but they cannot lbensidered secret. So theauthentication is done on-device, the device itself should
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be trustworthy. If the authentication is done off-deviceseparate secure place, usually a smartcard. Smartcar
then the operating environment of the software and thased solutions where the secret key is unlocked only
communication link between the software and thafter a successful biometrigerification increase the
device, have to be secure. For example, in a client-sereserall security, as the biometric data does not need to
application, if the client workstation is not trusted, theleave the card. For smartcards the fingerprint techniques
there is no point authenticating a user using thatth a silicon fingerprint reader are most commonly
workstation. If one chooses to run the authenticatiarsed today. It is necessary to distinguish securing a ke
software at the server side, then the communication limkth biometrics and generating a key from biometrics.
between the server and the device itself (not just tiide latter does not work. It must be pointed out that
client workstation) has to be secured. Otherwise, lBometric data cannot be used as capability tokens in the
malicious party or even the workstation itself magame way as secret keys or passwords. In secret key ¢
intercept the communication and replay recordgohssword based access control schemes, a key/passwo
biometric data. One way to defeat replaying attacks isitself can be used as a capability. Knowing a secret key
put a separate secret key in the device and usea password can mean that the user has the right to us
challenge/response protocol with this key. Obviouslgertain application. However, this does not apply to
the device has to be trustworthy. The best solutidnometric data. As we alregdknow biometrics are not
probably is to use a TLS-like protocol with mandatorgecrets. One viable way is to use digital certificates.
authentication of both parties. In any case it is necesséarigital certificates can be used as capabilities or digital
to transmit the whole biometric measurements over tigentities that allow users to access remote applications.
connection. Either the reader sends the biometnichile biometrics is used to secure the access/usage o
measurements to the workstation (or server or whatevhke private keys associated with the digital certificates.
grants the access right) to make the match or the
workstation provides the master template to the reader |y/. CONCLUSIONS
that makes the matching. Hashing in the usual sense and
sending only the hash over the link does not help hegyen if the accuracy of theiometric techniques is not
because the biometric measurements never are the sgsagfect yet, there are many mature biometric systems
To make it work we either would have to ensure that thgailable now. Proper design and implementation of the
biometric measurements are always the same (but $@emetric system can indeed increase the overall
the warning below) or change the hash function not &curity, especially the smartcard based solutions seen
depend on all the input. One has to consider that 1086 be very promising. Making a secure biometric
similarity of two samples from different biometriCSystems is, however, not as easy as it m|ght appear. Th
measurements implies a good forgery. This is true wiiord biometrics is very often used as a synonym for the
almost 100% probability. perfect security. This is a misleading view. There are
Improving security with biometrics numerous conditions that must be taken in account wher
designing a secure biometric system. First, it is
Can biometrics help cryptography to increase thgecessary to realize that biometrics are not secrets. Thi:
security? Here the answer is not so clear. Cryptograpiiyplies that biometric measurements cannot be used a:
has been relatively successfully used without biometriggpability tokens and it is not secure to generate any
over decades. But it still can benefit from the use Qf‘yptographic keys from them. Second, it is necessary to
biometrics. To put it simple, cryptography is based offust the input device and make the communication link
keys. Secure storage of keys is a crucial non-trivial tasfecure. Third, the input device needs to check the
Key management often is the weakest point of mafyeness of the person being measured and the device

systems. Secret and privateys must be kept secret,jtself should be verified for example by a challenge-
and here the biometric technologies might help. Indee@sponse protocol.

one of the most promising adpgations of biometrics is
the secret key protection. If a user’s local workstation is REFERENCES
trusted, then the problem of the authentication software

is minor, but the input device must be trustworthy. T ] Vaclav Matyas, Zdenek Riha, “Biometric
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