Error-Rate Equations for the
General Biometric System

Enhancing human-identification systems through multiple samples, multiple templates,

and database-partitioning techniques.

by JAMES L. WAYMAN

he function of a biometric identification system is
to verify claims of “customers” (users) that they are
who they say they are, or are not who they say they
are not. More specifically, the biometric system
seeks to verify a customer’s claim that her/his phys-
iological and/or behavioral characteristics do or do not match
those of some number of previously enrolled individuals. In
the literature of biometric identification, a distinction is made
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between “verification” and “identification,” “one-to-one”
and “one-to-many” matching, based on whether the size of
the searched database is one or more than one. Past testing
[3-18] of biometric devices has focused on measuring “false
acceptance” and “false rejection” rates, or developed “candi-
date lists” [14,15], in either “one-to-one” or “one-to-many”
tests, often using unreported system decision policies. Device
performance is often convolved with test design and system
decision policy, making results difficult, or impossible, to
compare between tests. What is needed is a consistent ap-
proach that clearly decouples device performance from the
size of the search, the test design, and the decision policy.
The general biometric system allows a single user to enroll
multiple measures or multiple presentations of the same mea-
sure and, during operation, to enter multiple samples for
matching. Consequently, the general system may perform
multiple comparisons, even when the customer is claiming to
match a single identity. A single mathematical system model of
throughput and error rates using common, testable measures
can be constructed for the general “M-to-N"" biometric sys-
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tem in which both the “one-to-one” and “one-to-many”
models are seen as degenerate cases. Here, M refers to the
number of samples submitted for each transaction, and N re-
fers to the number of active templates or user models in the
database. The M samples will be of one or more physiological
or behavioral characteristics. Multiple characteristics might be
acquired using different biometric technologies. We call this
collection of samples a “sample ensemble.”

There are U active, enrolled users and T stored templates
or models for each. Like the submitted samples, the template
ensemble will consist of one or more biometric characteristics.
We call the set of T templates a “template ensemble.” In this
article, to limit complexity, we will consider the T templates
in an ensemble to be independent. In reality, subtle interde-
pendencies between the models may exist, such as when mul-
tiple fingerprints are used. The effect of the interdependence
of the T models on the comparison error rate is very difficult
to estimate from current data and, at the cost of inaccuracies in
the equations developed, will largely be ignored in this article.
We will leave for future studies the most general case of tem-
plate ensembles containing multiple representations of several
multiple, dependent characteristics. We will also not consider
“cohort” modeling techniques [21], often used in speaker rec-
ognition systems, wherein single input samples are compared
to multiple models in a closely related subset of users.

Although some systems allow the number of stored tem-
plates to vary over the enrolled individuals, in this article we
will assume that T is fixed by system policy so that

N=T *U. 1
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Depending upon the system enrollment policy, cach of the
templates might be created from a single enrollment sample,
from multiple samples given in a single enrollment session, or
as a weighted moving average of samples submitted during use
over time.

Notation

N number of active stored templates or models in
the database

M number of samples submitted during each trans-
action
number of samples used in an initial search

u number of active, enrofled users

T number of independent templates or models
stored as an ensemble n

K number of partitions in a filtering or binning
method

B number of binning and filtering methods

P, probability that a sample will be in the th partition

P, penetration coefficient owing to the ith filter or
binning method

P system penetration coefficient

g bin-error rate of the jth bin

£, system bin-error rate

D similarity  or distance measure  (in  de-
vice-dependent units)

¥.(D) “genuine” distance distribution function

Y (D) “"impostor” distance distribution function

¥, (D) inter-template distance distribution function

T similarity or distance score threshold (in de-
vice-dependent units)

FMR(t) false-match rate: the probability that a sample will
be mistakenly matched with a nonself template.

FNMR(1) false-nonmatch rate: the probability that a sample
will be mistakenly judged not to match a
self-template when compared.

FNM, the probability that the ith sample wilt be falsely
not matched because of binning or matching
errors.

Q number of matches required by decision policy to
declare an identification

C hardware-comparison rate {comparisons per unit
time)

S system-throughput rate (users per unit time)
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In previous papers [1, 2, 19, 20], we developed a general
system  description  and  governing equations for the
“one-to-one” and “one-to-many” systems. The goal of this
article 1s to derive general error-rate and throughput equations
for the more general “M-to-N" system under a variety of de-
cision policies. It will be seen that error rates are strongly im-
pacted by the system-throughput requirements; that is, that
system speed and error rates are closely related.

Basic Measures

There are five important, inter-related measures that govern
the performance of the general biometric system: 1) the “pen-
etration coefticient,” reflecting the expected portion of the
enrolled ensembles to be compared to a single input sample; 2
the “bin-error rate,” or probability that a search for a matching
template in the database will be unsuccessful because the sam-
ple and template were crroneously placed in different “bins™;
3) the single-comparison false-match rate, or probability that
an “impostor’ template will be incorrectly matched to a sam-
ple; 4) the single-comparison false-nonmatch rate, or proba-
bility that a truly matching template will be missed; and 5) the
comparison rate (sample-template comparisons per unit time)
of the hardware, perhaps averaged over a time period long
enough to include system availability considerations.

System Penetration Coefficient
Search efficiencies can be achieved by partitioning the N tem-
plates into smaller groups based both upon information con-
tained within (endogenous to) the templates themselves and
upon additional (exogenous) infermation, such as the cus-
tomer’s name, obtained at the time of enrollment. During op-
eration, submitted samples are compared only to templates in
appropriate partitions, limiting the required number of sam-
ple-to-template comparisons. We refer to partitioning based
on exogenous information as “filtering” and reserve the word
“binning” for the use of endogenous information

Generally, a single template may be placed into multiple
partitions if there is uncertainty regarding its classification.
Somee templates of extreme uncertainty as to classification are
labeled as “unknown” and placed in all of the partitions. In
operation, samples are classified according to the same system
as the database, then matched against only those templates
from the database that are in the same classification or classifi-
catons. The portion of the total database to be scanned, on av-
erage, for each search is called the “penetration coeflicient” P,
which can be defined as

E[number of comparisons]

N

P

where E[number of comparisons] is the expected number of
comparisons required for a single input sample.

In estimating the penetration coefficient, it is assumed that
the search docs not stop when a “match” is encountered, but

MARCH 1999



continues through the entire partition. Of course, the smaller
the penetration coefficient, the more efficient the system.

Methods used to partition the database will depend upon
the operational purpose of the system. In “verification” sys-
tems, where the goal is to verify the customer’s claim to a
specified identity, template ensembles might be stored on a
card in the customer’s possession. For each transaction, the da-
tabase is simply the T templates on the card. In other systems
of similar purpose, the templates for all enrolled users are
stored centrally. In such a system, it is possible to partition the
database of N templates into U partitions, based on the
claimed identity of the enrollee. In such a case, where tem-
plates are placed exclusively in one partition and each partition
contains the same number of templates, the penetration coef-
ficient P, owing to the filter is

K &)

where K is the number of partitions. In the case of “‘verifica-
tion” systems, where K = U, combining Egs. (1), (2), and (3)
shows that the expected number of comparisons required of
an input sample is T, the size of the user’s enrolled sample en-
semble. The equations developed in this article, therefore, are
independent of the architecture chosen for storage.

The equations developed in this article are
independent of the architecture chosen for

storage.

In “identification” systems where the goal is to verify the
customer’s claim to an unspecified enrolled identity, or the
negative claim of no enrolled identity, we might consider the
total database as T partitions of U templates each. Each tem-
plate in each partition is linked to templates in each of the
T —1 other partitions through the identity of the enrolled
user. For example, consider a system for verifying customers’
negative claims of no enrolled identity in which fingerprint
templates from left and right index fingers of each of U per-
sons are stored. In this case, T = K = 2. Data in each partition
will be linked by the identity of the enrollee. Separation of left
and right prints is based on information not found in the prints
themselves, so partitioning is a “filtering” operation per-
formed at the time of enrollment. As in the previous example,
the bins are exclusive and there is equality in the partition as-
signments, so Eq. (3) applies. By Eqgs. (1), (2) and (3), the ex-
pected number of searches per input sample is seen to be U.

For more general filtering and binning, however, such as the
partitioning of the database by gender, equality in partition size
does generally not apply and Eq. (3) cannot be used. (Currently,
only speaker verification can perform gender-based partitioning
on the basis of information within the biometric pattern. For
other technologies, gender-based filtering must be done on the
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basis of information given by the customer or by assessment of
the system supervisory personnel.) A more general approach
must be taken. If there are K partitions and p, is the probability
that a template is placed in the ith partition, then the ith parti-
tion will hold N * p, templates. If the samples and templates
are from the same population, p, is also the probability that the
sample is in the ith partition. If a sample or template can only
be placed in a single partition, then

K

p,=1.
; (4)

In cases where Eq. (4) holds and the partitions are exclusive (no
“unknown” partition), the expected number of comparisons is

K K
E[number of comparisons] = Zp,Np‘ = ]\‘TZP?
i=1

i=1

®)

and the penetration coefficient P can be seen to be

prll ©6)

We will now consider the case where the Kth bin repre-
classification. The un-
known bin must always be searched and samples

sents an “unknown”
classified as “unknown” must be scarched against
all templates regardless of bin. Nonetheless, Eq.
(4) continues to hold. So, the expected number
of comparisons becomes

E[number of comparisons| =

K-1

K-!
Nipe +3 p,N(p, +pb>=N[pK +Y (p, +pk)pi}
i=1

i-l

)

The term in brackets on the right-hand side is the penetration
coefficient under these conditions.

In the case of samples or templates of uncertain, but not
completely unknown, classification, the general procedure is
to place them into multiple bins, such that Eq. (4) does not
hold. Rather,

K
20 >1
i—1

®)

and Egs. (5) through (7) do not hold. Calculation of the pene-
tration coeflicient as a function of bin probabilities p, under the
more general condition expressed by Eq. (8) has been given in
[22]. Penetration coefficient can be calculated empirically from
the binning assignments of both samples and templates by
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where P, is the average, or expected value, taken over all
users. Equation (9) is given in more mathematically precise,
but less intuitive, form in [24].

There may be multiple, say B, independent, filtering and
binning methods used with each biometric measure in the en-
semble. We will therefore add two subscripts to the penetra-
tion coefficient P,  to indicate the ith measure and the jth
binning or filtering method. If the methods are truly inde-
pendent, the total penetration coefficient P, for the ith mea-
sure, using B, methods, can be written as

P, :ﬁpm.
J=!

(10)

If correlations exist between any of the partitioning schemes,
Eq. (10) will under-estimate the true penetration coefficient,
meaning that the real penetration coefficient will be higher
(worse).

The above equation applies to systems that use any ensem-
ble size T. In those systems where T'> 1and M = T, partition-
ing can be done on the basis of the classification of the entire
ensemble of the independent samples and templates. That is, a
sample ensemble can be compared to only those template en-
sembles that are partitioned similarly on all measures. We call
this “ensemble binning.” The system penetration coefficient
for the ensemble becomes

T
Pcn»cmb]c = | I Pi :
i=l

(11

Bin-Error Rate
The bin-error rate reflects the percentage of samples falsely not
matched against the database because of inconsistencies in the
binning process. This error rate can be easily measured by com-
paring binning partitions assigned for samples and matching
templates. In general, the more bins that are used, the greater
the probability that the bins will be inconsistently applied to
truly matching measures. Errors are a function of the action of
the bin classification algorithms on the input sample, and conse-
quently, methodologies for inducing such errors are difficult to
predict without a thorough knowledge of the algorithm.
Filtering errors, such as in the classification of an individual

i

as “male” or “female,” are due to mistakes in the externally
collected data, generally made by human operators during the

customer interview process. Like binning errors, filtering er-

'\\8 IEEE Robotics & Automation Magazine

rors also cause samples to be falsely not matched to templates
in the database. With filtering, however, system vendors can
these blaming the
data-collection process of the system administrator, not on the

“externalize” errors, them on
computational algorithms. Filtering allows the beneficial de-
crease in the penetration coeflicient without the responsibility
for the associated increase in false-nonmatch error rate. Indi-
viduals wishing not to be matched to previously enrolled tem-
plates can increase the probability of filtering errors through
deliberate actions. Thus, the use of filtering can create system
vulnerabilities to fraud that generally do not occur with
binning. Because filtering errors are the result of inconsisten-
cies in human judgement or deliberate fraud, they cannot be
easily measured by purely technical zests and will not be con-
sidered in this article.

Binning errors can be measured by determining the per-
centage of truly matching biometric patterns that are placed by
the system in noncommunicating bins. For each binning
method employed, a single test can be designed to determine
the binning penetration coefficient, by Eq. (9), and the
bin-error rate € calculated by,

€=

number of inconsistently binned (sample — template) pairs

number of (sample — template) pairs tested
(12)

In a system using multiple binning methods on a single
measure, not to make a bin-error requires that none of the in-
dividual binning methods produce an error. This awkward
English actually best describes the underlying probabilistic re-
lationship

B!
1-¢g, =H(1—e{,)
i=1

(13)

where € is the bin-error rate on thz ith measure and € ; is the
bin-error rate for the jth of the B, binning methods used on
that measure. Equation (13) assumes that bin-errors are inde-~
pendent. If the B, binning methods for the ith measure have
the same bin-error rate €., Eq. (13) can be rewritten as
e, =1-(1-¢,.)" =B, *g, —O®&]) (14

where O(€;.) indicates terms of order €. and smaller. For
small €;, as is the general case, Eq. (14) reduces to
€, =B, *g.. (15)

For systems using ensemble binring, the ensemble penetra-

tion coefficient is calculated using Eq. (11) and the ensemble
bin-error rate is calculated as
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Figure 1. The general biometric system. each sample to a single
nonself~template  [12], by

.
1= € et = H(l -€,)
= (16)

where the €, are the bin-error rates for the binning on each
measure.

“Genuine,” “Impostor,” and

“Inter-template” Distance Distributions

The function of the pattern-matching module in Fig. 1 is to
send to the decision subsystem a positive, scalar measure D for
every comparison of a sample to a template. We can presume,
without loss of generality, that D increases with increasing dif-
ference between sample and template. We will loosely call this
measure a “distance,” recognizing that it will technically be
such only if resulting from a vector comparison in a metric
space. The general biometric system does not require that
sample and template features compose such a space. (Minu-
tiae-based fingerprint systems are an example of biometric sys-
tem with sample and template features not composing a metric
space. In general, fingerprint samples and templates will have
unequal numbers of features, distances are not symmetric, and
the triangular inequality does not hold.)

Regardless of the mathematical basis for the comparison,
from a series of comparisons of samples to truly matching tem-
plates, we can construct a histogram that approximates the
“genuine” distance probability distribution function [23]. We
will call this distribution W, (D), as shown in Fig. 2. It is both
device- and measure-dependent. This “genuine” distribution
is a measure of the repeatability of the biometric pattern. Re-
peatability is negatively impacted by any factor causing
changes in the measurement. Such factors generally accumu-~
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comparing every sample to ev-
ery nonlike template [5,13-17], or through “resampling”[18,
25], which is drawing samples and templates from a pool at
random with replacement. Some researchers [17] have sug-
gested use of a “background” database of templates for which
there is no matching sample. (In “large-scale” biometric sys-
tems with N exceeding 10 million, estimation of the
false-match rate from W, (D) becomes much more critical than
estimation of the false-nonmatch rate from ¥ (D). Further,
single-comparison false-nonmatch rates of even 10% might
give satisfactory system performance, while single-comparison
false-match rates of 107 might be required. In this context, it
is not possible to dismiss the need for a “background database”
and the “independent degrees of statistical freedom” that en-
sue, provided that all templates and samples are collected from
a similar population in a similar environment.

wlid
g ¢WG
I ': Yr
: ~
H z
s/, = y'e ¥
L/ \\\
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7RV NP 2 S I B! ] 1
T Near Far
Distance
Figure 2. Distance distribution functions.
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Consequently, for all approaches except that of comparing
each sample to a single nonself template [12], the resulting his-
togram for the “impostor” distribution, by containing more
measures, 13 much smoother than the histogram used to con-
struct the “genuine” distribution, even if the same number of
independent data points were used to construct both. How-
ever, the number of independent comparisons (“degrees of
freedom”) resulting from each method, needed for the devel-
opment of confidence intervals, cannot exceed the number of
independent samples. Calculation of confidence intervals is
discussed in [24].

Ideally, the genuine and impostor distributions will be dis-
joint (nonoverlapping), allowing us to discriminate com-
pletely between “genuine” and “impostor” comparisons using
a distance threshold. Of course, this is never the case in prac-
tice; one side of the problem being large distances between
samples and truly matching templates caused by changes in the
underlying biometric measure, in its presentation to the sen-
sor, or in the sensor itself. We have noticed for a number of
biometric devices that ¥ . (D) is usually bimodal, with the sec-
ond mode coincident with the primary mode of W, (D). This
means that changes in the biometric measure, or its presenta-
tion, have caused a “genuine” individual to appear clearly as
an impostor. We hypothesize that in the general system, the
“genuine” distance does not increase smoothly with changes
in the biometric pattern, but undergoes rapid increase with
changes past a particular threshold. In any case, the general
biometric system shows significant overlap in the tails of the
“genuine” and “impostor” distributions.

There is actually a third distribution, the “inter-template”
distribution W, (D), that expresses the distinctiveness between
the templates. In practice, only the templates and the (pre-
sumed) genuine comparison distances may be available to the
researcher. The actual samples may be discarded by the sys-
tem. In the case of a system that creates templates from but a
single sample, templates are samples. In this case, the
“inter-template” distribution is identical to the “impostor”
distribution.

The general biometric system might use multiple samples
taken ata single “enrollment” session to create the template or
may update the template from a moving, weighted average of
samples presented over time. Simulation models have shown
us that, in these cases, the “inter-template” distribution is

¢

closer to the origin than the “impostor” distribution and, con-
sequently, does not make a good proxy in calculating the rela-
tionship between “false match”™ and “false nonmatch” rates as
a function of decision threshold. A mathematical development
of the the
“inter-template” distributions is given in [24].

With the proper assumptions, we can construct the “im-

differences  between “impostor”  and

postor” distribution from the higher-dimensional convolu-
tion of the “genuine” and “inter-template” distributions. 1f
we can assume that the “genuine” scalar distance measures re-
sult from an isotropic distribution of samples around the true

5

templates, and that such distributions are “stationary,” mean-
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ing that the distribution resulting from the set of single sam-
ple-to-template distances is the same as the distribution of
cach sample about its own template, then we can reconstruct
the sample-to-template distance distribution from the genuine
and inter-template distributions [26]. The reconstruction al-
gorithm must account for the template creation policy. This is
an area of current emphasis in our research and classifies as a

“hard” problem.

The Single-Comparison False-Match Rate

A single-comparison false match occurs when a sample 1s in-
correctly matched to a template in the database by the decision
subsystem because the distance measure between the two is
less than a threshold T established by the decision policy. The
single-comparison false~match rate FMR(T) can be computed
from the integral of the “impostor” distribution function
W, (D) between zero and the threshold, as

FMR(T) =j‘{’,(D)dD,

(a7

which increases with increasing decision threshold. Although
in practice T might be user dependent, our analysis will con-
sider T to be at a single, fixed value for all users. The sin-
gle-comparison false-match rate can be scen in Fig. 2 as the
arca under W, between the origin and T.

The Single-Comparison False-Nonmatch Rate

A single-comparison false nonmatch occurs when a sample is
incorrectly not matched to a truly ratching template by the
decision subsystem because the distance between the two is
greater than the fixed threshold. The single-comparison
false-nonmatch rate FNMR(T) can be given as

FNMR(1) = T Y, (D)dD=1- j ¥, (D)dD
' ! (18)

where W . (D) 1s the genuine probability distribution function.
FNMR(T) decreases with increasing decision threshold. The
single-comparison false-nonmatch rate can be seen in Fig. 2 as
the area under W,. to the right of T. It is clear from Eqs. (17)
and (18) that false-match and false-nonmatch rates are com-
peting factors based on the threshold. This trade-off can be de-
termined based upon the comparative risks of system
false~-match and false-nonmatch errors.

Hardware-Comparison Rate

The “one-to-one,” or “cold match,” comparison rate C is the
number of comparisons per second of a single sample to a sin-
gle database template that can be made by the hardware. Ttis a
function of the hardware-processing speed, the template size,
and the efficiency of the matching algorithm. System avail-

ability must be considered when predicting the number of
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comparisons that can be made over longer time periods, such
as a day or a month.

Usually, the architecture for large-scale (large N) biometric
systems is modular in the sense that processing speed can be
designed to meet seemingly any requirement, although there
are no doubt limits of scale as speed requirements get too
great. In general, a single comparison may take as many as a
few million operations. Measurement and prediction of sys-
tem processing speed from component architecture or from
direct measurement is discussed in [27] and will not be consid-
ered further in this article.

System Performance Equations

We are now in a position to write some first-principal equa-
tions reflecting the dependence of system performance on the
parameters explained in the preceding section. By “system
performance,” we mean the timely and correct matching and
nonmatching of customers to identities in a database of N
template ensembles, based on a system decision policy utiliz-
ing M samples from each customer. In the development of the
equations, we will assume that one sample of each independ-
ent measure is submitted, such that M = T. Departures from
this assumption will be handled in the “Examples” section of
this article. The possibilities for system decision policies are lim-
ited only by the imaginations of the system developers. We will
develop equations capable of modeling the most common ap-
proaches. Owing to both complication and lack of data, we will
ignore any and all correlations between errors. We will indi-
cate, where possible, the imipact of this simplification. Our goal
will be to give system performance estimates and bounds, based
on these simplifying, but admittedly inexact, assumptions.

In a multimeasure system with large N, search speed be-
comes an important issue. The usual approach is to conduct an
mitial search with a subset m of the collected samples M,
where m < M and M = T. This limited initial search will
rule out most of the U enrolled users as potential matches with
i, not M, comparisons for each, thus greatly increasing search
efficiency.

Let’s assume a system decision policy that requires, for a
system “match” decision, Q matches of the M samples to a sin-
gle enrolled ensemble of T templates. To do this, we will con-
duct an initial search of the relevant partitions of the database
against i of the M samples. These m samples are searched se-
quentially through the entire database. Each of the initial m
searches will result in P, * N comparisons and a total of

" . . .
Z | P # N comparisons will be made over the s searches.
-

Any matches found can be verified by comparisons of the re-
maining M samples against the remaining T templates from
the same template ensemble. In other words, if the first of the
nr initial searches against the database produce no match, yet
the second results in a match identifying a candidate template
ensemble, the remaining M — 2 input samples will be com-
pared to the T templates in the identified ensemble. If this re-
sults in Q— 1 or more matches, a system match is declared.
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Accordingly, if all m samples in the initial search falsely
nonmatch, or more than T —Q false nonmatches occur
against a correctly matched enrolled ensemble, a system
“nonmatch” is falsely declared.

We will allow each of the m samples in the initial search to
have independent error rates, €,, FMR (1), and FNMR_, (7).
This reflects the differences in the underlying “genuine” and
“impostor” distributions for each sample and allows for sam-
ple~dependent, but not user-dependent, thresholds. For pur-
poses of mathematical tractability, however, the samples in the
remaining comparisons (which may include samples from
among the m) will be assumed to have uniform error rates,

FMR,. (1) and FNMR . (T).

System False-Nonmatch Rate

When comparing a single input sample to a single stored tem-
plate, for false nonmatch not to occur, there must be 1) no
binning error and 2) no single-comparison false nonmatch.
Assuming these errors to be independent, the probability of a
correct match of a single sample with a truly matching tem-
plate can be written as

Pr [correct match for ith sample] =1~ FNM,
=(1—g)(1-FNMR )

(19)

where FNM, is the probability that the ith sample will not be
properly matched for any reason, and the explicit dependence
of FNMR,, on threshold T has been dropped for notational
simplicity. Rewriting Eq. (19),
FNM, =¢, +FNMR —g, *ENMR . (20)
Some simple systems make a series of sample-to-template
comparisons without using any ensemble concepts. The deci-
sion policy for such systems may only require a single match
on one of these comparisons for a system match to be declared.
A system false nonmatch occurs only when all m comparisons

result in a false nonmatch. Assuming independence of false
nonmatches,

"

ENM =] [FNM,.
=i @1

The development of Eq. (21) assumes the comparisons to
be independent. From elementary probability theory, we
know that

Pr{AN B C--] =P A]#Pr[B| A]*Pt[C | AB]--
(22)

where Pr|B IA] indicates the conditional probability of event B
occurring given that A has occurred. IfPr[A] B] =Pr[A] and
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Pr[C\ AB] =Pr[C), we say that events A, B, and C are inde-
pendent. In practice, we find this not to be the case. In opera-
tional data, we have observed that a single-comparison false
nonmatch increases slightly the probability that a subsequent
biometric sample of the same characteristic from the same cus-
tomer will also be falsely nonmatched. We can reasonably ex-
pect the probability of a false nonmatch to approach unity as
the number of previous false nonmatches from the same ses-
sion by the same customer increases. Further, we expect this
hypothesis to hold for any reasonable threshold. Conse-
quently, we expect that Eq. (21) will underestimate by some
unknown amount the true system false-nonmatch rate.

For systems using ensembles of multiple measures, the ith
of m searches against an entire ensemble to not result in a false
nonmatch requires that: 1) the initial comparison of sample to
template not result in a false nonmatch; and 2) Q — 1 or more
of the remaining patterns in the ensemble be correctly
matched. Therefore, the probability of a correct identification
being declared on the ith of the m sample comparisons is

Pr[correct ID declared on ith sample]

=(1-FNM,) 'z (7 )a-FNM, ) (ENM, )T

J=Q-1
(23)

The complement, that the correct identification 1s not de-
clared on the as ith sample, can be given as

Pr{correct ID not declared on ith sample]

=1~ (1-FNM ) Z(,T" )(1 —FNM,. ) (FNM,.)" /.
j=Q-1

(24)

The concept expressed by Eq. (21) still applies, but with
the more complicated definition of FNM, given by Eq. (24).
Assuming that the m searches are independent, the probability
that a system false nonmatch occurs is, therefore

FNM_, =

i

I} 1-a-rmm) E ( T )(1 ~-FNM,. )’ (FNM,. )T""}

=1 j=Q-1
(25)

where FNMR | is the system false-nonmatch rate.
For systems that use ensemble binning, the probability of a
bin error is the same for all samples, namelye .. 1f €

replaces €, in Eq. (19), then probabilities of correct match cal-
culated by Eq. (19) will not be independent for each sample

ensemble

and cannot be used in developing the system false-nonmatch
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rate equation. When using ensemble binning, the bin error is
not independent over the M comparisons, as each comparison
looks in the same database partition. We can modify the above
development by removing consideration of the binning error
from Eq. (19), writing

Pr[correct match for ith sample] =1~FMN, =1 -FNMR,

(26)

SO

FNM, = FNMR .. 27)
Equations (21), (23), and (24) continue to hold using Eq. (27).

For the system to return a proper identification, we re-
quire: 1) no binning error for the entire ensemble and 2) no
failure of all initial m searches to identify the ensemble. For a
correct identification to be made, we write

i

1- FNMayﬂ = [1 - £ ensemble ]H

i=1
i

F=Q-1

28)

Equation (28) can be rewritten as

[

FNM w = €onemble T [V = € embic ]II

i=1

~ [1 —(1-FNM,) IZ( o )(1 —FNM,. )’ ( FNM,. )""].

i=Q-!

(29)

System False-Match Rate

In simple systems not using multiple independent measures ar-
ranged as ensembles, a match will be declared if any of the m
sample-to-template comparisons over the entire database re-
sults in a match. Consequently, no system false match requires
no single~comparison false match over the entire database:

1-FMR =[]t -FMR V7"
= (30)

rewriting,
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(31)

For large m * N * P, the system false-match rate ap-
proaches 1 even for very small single-comparison false-match
rates FMR,. Consequently, such a system design cannot be
used for large-scale “identification” systems.

In systems using ensembles of multiple measures, a system
false match occurs if Q or more samples are falsely matched
against the enrolled ensemble of a single individual. One gen-
eral approach is to search m < M = T samples against a parti-
tion of the database. If any matches are found, the remaining
samples are compared to the associated templates in the
matched enrolled ensembles. If Q — 1 additional false matches
are found in any single enrolled ensemble, a match will be
falsely declared by the system. The probability that the ith of
the initial m searches will result in a false match against a single
nonmatching ensemble can be given by

Prfalse match on the ith sample] = FNM,

* 72( I )FNM,, "1-FENM,, )",
J=Q-

(32)

Again the explicit dependence of the false-match rate on
threshold T has been dropped for notational simplicity and the
false-match rates FMR, within the summation sign are con-
sidered uniform.

Numerical computation of Eq. (32) from the sin-
gle-comparison false-match rates for each sample FMR; is
straightforward, as the ensemble size, M, will always be small,
perhaps reaching 10 in the case of a 10-print fingerprint iden-
tification system.

The search of the ith sample from the initial m patterns
against the entire database will not result in a false match only if
none of the N * Pi searches end in a false match. Therefore, the
probability that the ith of the m initial searches against the rele-
vant partition of the database will not end in a false match is

Pr[incorrect IID not made on ith sample ]

NP
=|1-FNM, * 2(f“’)FNMl,’(l—FNMl,)“'-’} ‘
J=Q-1

(33)

For a search of a sample ensemble against the database to
not end in a false match requires that none of the m initial
comparisons falsely match. Therefore, the system false-match
rate can be given as
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1-FMR

o N#P;
= H[l —FMR_, * IZ ( - )FMR{, (1-FMR,,. )""‘-’J
i=l

j=Q-1
34

which can be rewritten as

FMR , =

i N#P,
1—11[[1—FMR4* i(j"‘)FMR;,(l—FMRL.)’"»’] )
i=l

i=Q-1

35)

Equation (35) holds regardless of the type of binning cho-
sen. Note that the system false-match rate decreases with the
decreasing system penetration coeflicient. If ensemble binning
is used, the penetration coefficients P, are replaced with the
single-penetration coefficient P, ... Unlike the simple de-
sign used for development of Eq. (31), this ensemble-based
design allows for reasonable system false-match rates even for
systems with large N.

System Throughput

The final set of system equations is an approximation for the
system-throughput rate S, which depends upon: 1) the hard-
ware “‘one-to-one” comparison rate C; 2) the number of in-
put samples compared to the database m; 3) the number of
samples in the database N; and 4) the penetration coefficient,
either computed on each sample P, or over the ensemble

ensemble *

We are assuming that the system-throughput rate is en-
tirely limited by computational speed, not data collection
time. This will be a fair assumption only for systems with large
N. For systems with small N, throughput times will be limited
by data collection speed, and other human factors.

Under the assumption that no matches will be found, the
computational throughput rate S in customers per unit time
can be written as

s=—S
Y P*N

i=1 (36)

where C is the hardware “one-to-one” computational rate. In
the case where ensemble binning is used, Eq. (36) becomes.

S = ¢
m* P

ensemble

*N 37)
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Violation of our assumption regarding binning independ-
ence increases the penetration coefficient and  decreases
throughput. Any matches found (false or correct) require ad-
ditional comparisons over the remaining portion of the en-
semble, turther decreasing throughput, so Eqs. (36) and (37)
are an op:imistic upper bound.

This throughput rate must match the customer input on a
time scale driven by operational requirements. Because of the
various time units used, care must be taken in dimensional bal-
ancing when applying Eqgs. (36) or (37).

It is generally true that hardware system costs increase with
processing speed, C. Minimizing costs against a fixed customer
throughput requirement pushes the system designer to de-
crease P_, through additional binning or filtering, thereby in-
creasing false-nonmatch rate by Eq. (7), (25) or (29), and
decreasing false-match rate by Eq. (35).

Examples

In this section we will apply the above equations to several

types of biometric systems, specifically “one-to-one” “verifi-

cation” systems, with and without a “three-strikes you’re out”
-

policy, and “one-to-many” and “M-to-many” “identifica~
tion” systems.

“One-to-One” Systems
Consider a system in which a single sample is given and com-
pared to a single enrolled template, perhaps contained on an
identification card or associated with an enrolled user in a cen-
tralized database. The number of stored templates for each
user 1s T = 1. If the templates are stored on a card, N=T =1
and P_ = 1. If the templates are in a centralized database, then
N=U=*T and P, =1/U. In either case, N*P =T =1
There is no binning, so the bin-etror rate is zero and the pene-
tration coefficient is unity.

Using Eq. (21) with m=1, we get FNM__ = FNMR,
which is as expected. Equation (25) could also be used, with
N=M=T=Q=1 We get

FNM, =1—-(1-FNMR)

i (1)1 ~FNMR)’ (FENMR)" (FNMR)" = FNMR.

i=0

Application of Eq. (29) also produces the same result.

The system false-nonmatch rate is most easily calculated
with Eq. (31). We get FNM_ = FNMR, which is expected.
We could also calculate the s;l/stem false-match rate using Eq.
(35). We have

FMR =1
|

—ﬂ[l —FMR_ * ( " )FMR;% (1-FMR_,. )“] =FMR,
i=
as expected.
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Applving Eq. (37) for throughput rate,

C
S=—r—"——=(
wrk P J

N
cnsembie N

and we sec that the throughput rate is exactly the sin-

gle-sample-to-single-template  hardware-comparison  rate.
This can be assumed to be so much faster than the tme re-
quired for sample input that the throughput rate will be lim-

ited by human factors, not by hardware considerations.

“One-to-One” Systems with a

“Three-Strikes” Decision Policy

Consider a system in which a single sample is given and com-
pared to a single enrolled template, but the customer is given
three tries to be identified. Any single match over the three
“match” The
gle—conlpﬂrison €Tror rates are LlSSLll]]Cd invariant over thC

tries results in a  system decision. sin-
match attempts. There i1s no binnirg, so the bin-error rate is
zero and N * P =T =1, as in the previous example. By Eq.

B3

(20), FNM = FNMR. Using Eq. (21) with m =3, we get

. \
FNM_ =[] FNMR, = FNMR".

i1

Equation (25) could also be applied, taking Q=T =1and
M =m=3. Because Q=T =1, the requirement for Q—1
matches against remaining templates has a probability of 1.

Under these conditions, Eq. (25) yields

FNM :ﬁn —(1=FNM )()] = FNMR".

i—1

As previously noted, our computation above will underes-
timate the true false-nonmatch rate.

The false-match rate is computed using Eq. (31). Again,
the probability of Q — 1 matches against remaining templates is
1.

3
FMR =1-J]J(1-FMR, *1]' =1-[1 —FMR]’

-1

=3*FMR — O(FMR")

where O(FMR* ) indicates terms 01 the order of the square of
the false-match rate. The violation of the assumption of inde-
pendence will cause the product in the above computation to
be too large. Accordingly, this calculation will overestimate
the true false-match rate.

These results for system false-match and false-nonmatch
rate are identical to previously putlished results for the “three
strikes” case [1].

By Eq. (37),
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S=—m —— =
m *P * N

() C
ensemble 3
The throughput rate is one-third the hardware-comparison
rate. Again, this is insignificant compared to the
data-collection time. A trick that is usually employed to de-
crease the collection time is to collect and test the samples one
at a time, collecting further samples only if a match is not de-
termined.

“One-to-Several” Verification Systems

Now we will consider a system using only one biometric mea-
sure, but allowing several input samples and stored templates
of varying presentations of that measure for each enrolled cus-
tomer. If any input sample matches any of the enrolled tem-
plates, a system “match” results. As in the previous examples,
N#P =T, buthere, T > 1. Similar to the development of
Eq. (21), a false nonmatch occurs only if all comparisons of the
m input samples to the T stored templates result in a false
match. If the sample-to-template comparisons were inde-
pendent, we could write

R . -
FNM,, _HFNM,.; = FNM""",

i=1

Similarly, Eq. (31) could be rewritten as

FMR,, =1-J][1-FMR, """ =1-T][1 -FMR,}"

i-1 i=1

= m* T* FMR — O(FMR?)

where O(FMR_” ) indicates terms on the order of the square of
the single-comparison false-match rate and the approximation
1s valid to the extent that this rate is small.

These equations indicate that the system false-nonmatch
rate would go to 0 and the system false match rate to 1, as the
number of total comparisons, m * T, increases. As previously
noted, we have observed that a single-comparison false
nonmatch increases the probability of subsequent nonmatches
by the same customer within the same session. Additionally,
we have operationally observed that the absence of a false
match by a customer against a template decreases the probabil-
ity of subsequent false match by that customer against the same
template. Consequently, the development in this section
overestimates the probability of a system false match and un-
derestimates the probability for a system false nonmatch.

“One-to-Many" Single-Comparison Systems

Now we will consider a system in which a single sample is
given and compared to a partitioned database of N individuals,
enrolled  with template  each. The system
“match/nonmatch” decision is made on the basis of the single
sample. In this case, N = large, T = M = m =Q = 1. This time

one
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there is individual sample binning, so the bin-error rate is non-
zero and the penetration coefficient is less than 1.

Using data from the recent international automatic finger-
print identification system (AFIS) benchmark test [2], we will
take values of performance-equation parameters that are con-
sistent with large-scale fingerprint systems. Let’s allow the
penetration coefficient from endogenous binning to be
P = 0.5 and apply gender-based filtering. Further, we will take
the values €,y = 0.01, FMR = 107°, and FNMR = 0.05 as ob-
tainable by a general large-scale system.

We will first calculate the gender-based filter factor by ap-
plying Eq. (7). We will assume the population to be evenly di-
vided between male and female and guess that no more than
2% of the population will be of unknown gender and that
these unknowns will be equally male and female. The gender
filter factor becomes by Eq. (7),

K=t
Pge“der =Pk +Z(pl +pp,

i=1

=0.02 +0.51*% 049 + 0.51* 049 = 0.51.

Using Eq. (10), the total system penetration coefficient be-
comes

P = le L, =05%051=0.26.

i=l
By Eq. (20),
FNM, =FNMR, +¢&—FNMR, * € = 0.06.

Using Eq. (25) to calculate the false-nonmatch rate for the
system as

1

FNM =]]l1-(1-FNM))

=1
-(1)(1=FNM,.)" (FNM,.)"] = FNM, = 0.06

we can see that the false-nonmatch rate is not directly depend-
ent on N. However, as N increases, the system designer will
be under increasing pressure to keep down the required com-
putational rate by trading decreases in P, for increases in
€ 5 » and thereby increasing the false-nonmatch rate.

Now we consider the false-match rate as given by Eq. (31),
which gives the probability that a sample will have one or more
false matches over the P, * N comparisons made. The ex-
pected number of system false matches E[FM_ ] for a single
sample over P, * N comparisons is

E[FM, |=P,, * N*FMR,. (38)

Equation (38) comes directly from the expected value of a

binomial distribution with parameters n=P  * N and

B

{EEE Robotics & Automation Magazine 4?:}



p=Pr|FM_ | Equation (38) is interesting in its predictive
value in estimating the formation of “candidate lists,” the re-
turn of several false matches with each correct match as
E[FM_ |approaches and exceeds 1. Equation (38) tells us that
candidate lists can be avoided only if
P * N <<1/Pr[FM_, ]. This sets a natural limit for database
size for the general biometric system as a function of the sys-

Sy8 ]

tem penetration, single-comparison false-match rate, and sys-
tem decision policy, if human intervention in the adjudication
of candidate lists is to be avoided.

In our current example, with P, = 026 and FMR = 1073,
this implies that N << 400,000, if false matches are to be
avoided. Let’s take N = 20,000 as the size of our system.

Computing the false-match rate using Eq. (35) with
N = 20,000,

FMR,, =

N#P

1 —ﬂ[1 ~FMR, * (| )FMR,." (1 - FMR,, )”] |

i1
=1-[1-FMR]" "™
=P, * N*107 =005

with the approximation arising from the binomial expansion
of the expression and being valid to the extent that
P, * N#FMR << 1. This indicates that, in such a system, ap-
proximately 5% of the customers would be falsely matched to
one or more templates in the enrolled database.

Now, let’s assume a customer input rate of N per year, or
about 160 customers per working day, based on 250 working
days per year. By Eq. (37), if the system throughput over an
8-hour period is to equal the customer input rate per day, then

C C

B _ 160
* N 026%2 x10°

day 4

S =
P

enscmble
The required hardware-comparison rate can be calculated as

oo 16050202 X100 9 x10°
3 %107 sec

8 hour day

= 3() comparisons / sec.

“M-to-N" System Example

Now we will consider a specific instantiation of the M-to-N
system in which four independent measures are used. (The
Republic of the Philippines Social Security System identifica-
tion project is using an ensemble of four fingerprints (both
thumbs and both forefingers), with an initial search on the
forefingers only. Confirmation of any matches is done against
the remainder of the ensemble.) Both input samples and stored
templates consist of a single ensemble of four measures. So, for
this system M =T =4 and N =4U. We will consider a
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large-scale system where U/ =10" so that N =4 x10". An
initial search will be made sequentially over two samples, so
m =2 and a total of m * P % N comparisons will be made. A
“match” decision is made only if a: least threce input samiples
match the ensemble of a single enrolled individual, so Q = 3.
We will use the same values for single-comparison error rates
and penetration coefficient as in the above example. Gen-
der-based filtering will again be used. It will be assumed that
uniform bin-error rates, single sample penetration coefficients
and single-comparison error rates apply to all measures in the
ensemble.

Because we are using an ensemble of multiple, independ-
ent measures, we will have the choice of either binning on in-
dividual samples or the entire ensemble. It is interesting to
compare the performance differences in the two approaches.

Regardless of approach used, we will partition the database
by the four independent measures, placing all measures of each
type into different, noncommunicating bins. For example, in
a multiple fingerprint system, right thumb prints will be placed
in one partition, left thumb prints in another. This is a filtering
operation performed by the system operator at the time of data
collection. Consequently, the inevitable errors in this proce-
dure will not be considered in this analysis. Equation (3) ap-
plies and the penetration coefficient P, owing to this filtering
method is

=0.25.

7 |-
FNIN

Assume that we will use gender-based filtering and bin in-
dividually on each measure, using the penetration coefficients
of the previous example. Then, by Eq. (10), the individual
sample penetration coefficient wculd be

3
P, =3P =025%05=006.
=1

If ensemble binning were used and if all the measures can
be considered independent, by Eq. (11), the ensemble pene-
tration coefficient would be

P =0.25%0.51% 05" = 0.008.

ensemble

If the partitionings of any of the measures are correlated, this
value will be higher. We can see that ensemble binning decreases
the penetration coefficient by nearly an order of magnitude over
binning only on the individual samoles. This translates into nearly
an order of magnitude decrease in the hardware-computation
rate for a fixed-throughput requirement.

A less obvious difference between systems using ensemble
binning and systems using individual sample binning is in the
system error rates.

Binning on individual samples, we can use Eq. (20) to write

FNM = FNMR + &€ — FNMR # € = 0.06 .
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Using Eq. (25),

FNM =

I

i=1

1-(1- FNM)E ( »',‘_' )(] — FNM)’ (FNM)4'—_/:|

=[1~-(1~-FNM)(3(1 - FNM)’ FNM +
1(1—= FNM)*)][1 - (1 = FNM)* ] = 0.01.

With ensemble binning, we calculate the ensemble binning
error from Eq. (16) as

=1-

i

€ ensemble

4
(1-g) = 0.04.
=]

We use Eq. (27) to write
FNM = FNMR = 0.05.

Using Eq. (28) to calculate the system false-nonmatch rate,
we find

FNM_ _=¢

sy bl

1€ e ]

H{l -(1- FNM)i(j—/ Y1 (M

i-2

i=1

= 8cnsr:mb]e - (] - eensemblc )[1 - (] - FNM)

-(3(1— FNM)”>FNM + 1(1 - FNM)?)]
‘[1=(1=FNM)? | = 0.05.

Thus, in this example, the system false-nonmatch rate us-
ing ensemble binning is five times that of using binning on in-
dividual samples.

Considering the false-match rate, Eq. (35) applies for both
binning methods. The difference in its application is in the
penetration coefficient used. For either method, Eq. (35) be-
conies

FMR , =1

. N#P;
-1 - PR * 2(* )FMR’ (1 - FMR)z“”:l

i=1 -2

In this example we assume the penetration coefficient to be
the same for all samples, even if individual sample binning is
used. Theretore, the above equation can be rewritten as
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FMR =1

. = N
- []‘[1 —FMRs Y (7 )FMR (1 - FMR)Z""':I
i=1 j=2

zl—[1—4*FNM3]‘\*P‘

If individual sample binning is used, P = 0.06 and the sys-
tem false-match rate is approximately 1 X 1077, or one false
match in every 107 customer transactions. If ensemble
binning is used, P = 0.008 and the system false-match rate is
approximately 1 x 107, With the ensemble binning method,
the system has a smaller penetration coefficient, allowing
fewer comparisons and fewer opportunities for a false match.
We emphasize again that the above development assumed,
without proof, statistical independence of all errors.

After the system is fully operational, with 10" users en-
rolled, we will assume that renewals and re-issuances occur at
arate of about 1/5 U per year. In a five-year period, we would
expect about 10 false-match errors to occur with a system us-
ing individual sample binning and about 1 to occur with en-
semble binning.

Based on the above, the input rate will be about 4 X 10°
customers per week, based on 50 working weeks per year. By
Egs. (36) and (37), the required hardware comparison rate for
both individual sample and ensemble binning can be calcu-
lated as

O C 4 x10°

m* Pk N

week

Assuming a system availability of 20 hours per day, 7 days a
week for the same 50 weeks per year, the required hard-
ware-computational rate becomes

4 X107 % 2% 4 x10" %P

5 x10° sec

C

~6 x 10" # P computations / sec.

For individual sample binning with P = 0.06, C =4 X 10°
computations per second. With ensemble binning, P = 0.008,
and C =35 X 10° computations per second. Large-scale AFIS
vendors are currently designing hardware systems with target
processing rates on the order of a few hundred thousand com-
parisons per second.

Conclusions

In this article we derived equations for false-match and
false-nonmatch error-rate prediction for the general M-to-N
biometric identification system, under the simplifying, but
limiting, assumption of statistical independence of all errors.
For systems with large N, error rates were shown to be linked
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to the hardware processing speed through the system penetra-
tion coeflicient and the throughput equation. These equations
are somewhat limited in their ability to handle sam-
ple-dependent decision policies and were shown to be consis-
tent with previously published cases for “verification” and
“identification” [1, 2]. Applying parameters consistent with
the Philippine Social Security System benchmark test results
for AFIS vendors [2], we established that biometric identifica-
tion systems can be used in populations of 100 million people.
Development of more generalized equations, accounting for
error correlation and general sample-dependent thresholds,
establishing bounds, and substituting the
inter-template for the impostor distribution under the tem-
plate generating policy remain for future study.
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