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ABSTRACT

Biometrics computing, which uses human being’s physical or

behavioral characteristics to identify individuals, is gaining more and



more attention recently. In this thesis, we focus on the research of a
new branch of biometrics computing — palmprint identification. Issues
include palmprint collection, feature discovery, feature modeling and
identification system design are explained in detail. Moreover, several
theory problems, which have impact to the whole biometrics research
area, are discussed.

The main creative work in our research is summarized as below:

1. Give a systemic analysis to the objectives, key issues and the most
difficult points of the research on palmprint identification.

2. Introduce a new concept — feature discovery, which means to
discovery the features using a frame likes observe — guess — prove —
improve — re-observe when the features are unknown. And we also
developed a tool in assisting the feature discovery.

3. Give a definition to palmprint feature model and propose the
feature extraction method respectively.

4.Design and develop an online palmprint capture device.

5. Set up an online palmprint database with more than 6000 palmprint
images in it. And the database provides a basis for further research on
palmprint identification.

6. Design and develop a palmprint database management
system, a real time palmprint identification system and a

demonstration system that integrates the palmprint identification



and smart card technology for ATM.

Besides these, we also discuss several challenging theory problems in
biometrics computing:

1. How to predict the system identification rate when the user

population becomes larger?

2. How to make the identification system more intelligent and

adaptive?

3. How to integrate multi human features to improve the identification

rate and make the system adaptive to more people?

KEY WORDS

Palmprint identification, biometrics computing, feature discovery, feature

extraction, online personal identification.
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1. Michigan State University Biometrics Research Homepage

http://biometrics. cse. msu. edu/

2. Purdue’ s Automatic Identification and Data Capture (AIDC)
Homepage

http://www. tech. purdue. edu/it/resources/aidc/

3. San Jose State University s Biometric Identification

Research Effort

http://www—engr. s jsu. edu/ graduate/biometrics/




4. West Virginia University/FBI Forensic Identification
Degree Program

http://info. news. wvu. edu/news/forensic. html
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1. ACM Special Interest Group on Security, Audit and Control

http://www. acm. org/sigs/sigsac/

2. Automatic I.D. News

http://www. autoidnews. com/

3. Biometric Digest

http://www. biodigest. com/

4. Biometrical Journal: Journal of Mathematical Methods in
Biosciences

http://journals. wiley. com/wilcat2-bin/ops/ID1/0323-3847/

prod

5. BIOMETRICS: A Journal of the International Biometric
Society

http://stat. tamu. edu/Biometrics/

6. Biometrika (Britain)

http://www. oup. co. uk/biomet/

7. Biometric Technology Today, The Biometrics Report, etc.

http://www. s jb. co. uk/

8. EE Times

http://www. eetimes. com/




9. Electronic Commerce (EC) Today

http://www. ectoday. com/

10. Infosecurity News

http://www. westcoast. com/

11. Info World

http://www. infoworld. com/

12.  Journal of Agricultural, Biological, and Environmental
Statistics

http://www. amstat. org/publications/ jabes/

13. EEE Transactions on ...
14. IEEE Transactions on Speech and Audio Processing

http://www. ieee. org/pub preview/sa toc.html

15. IEEE Transactions on Pattern Analysis and Machine
Intelligence

http://ada. computer. org:80/tpami/

16. National Institute of Justice s Headlines and Technology
News Update

http://www. nlectc. org/headline. html

17. PC Week

http://www. nlectc. org/techhed. html

18. PIN's Advanced Card & Identification Technology

Sourcebook, Ben Miller’s annual publication



http://www. pcweek. com/

19. Secure Computing

http://www. ctst. com/f sourcebook. html

20. Security Management (ASIS)

http://www. infosecnews. com/

21. Security Solutions Online

http://www. securitymanagement. com/

22. Speech Communication

http://www. elsevier.nl/eee/specom/
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. American Association of Motor Vehicle Administrators
(AAMVA)

http://www. aamva. org/

. American Statistical Association

http://www. amstat. org/

. Association for Biometrics (AfB), UK

http://www. afb. org. uk/

. Australian Biotechnology Association

http://www. aba. asn. au/

. Automatic Identification Technology Commerce and Education
— About Biometric ID

http://www. aitworld. com/

. BioAPI Consortium —— Industry group working to define an API
for biometrics

http://www. aitworld. com/techvalley/biometrics. html

. Biometrics In Human Services User Group

http://www. bioapi. org

. Biometric Testing Services (BIOTEST) - a Furopean project

aimed at developing standard metrics for



measuring/comparing performance of biometric devices, and
establishing testing services

http://www. dss. state. ct. us/digital/faqg/dihsug. htm

9. Commercial Biometrics Developer’ s Consortium (CBDC)

http://www. npl. co. uk/npl/sections/this/biotest/

10. Committee on Computing, Information, and Communications
R&D. .. Technology Policy

http://www. icsa. net/services/consortia/cbde/

11. Subcommittee

http://www. hpce. gov/ccic/

12. Financial Services Technology Consortium (biometric fraud
prevention)

http://www. fstc. org/

13. International Association for Identification (IAI)

http://www. iaibbs. org/

14. International Biometric Industry Association (IBIA)

http://www. ibia. org

15. National Center for Indentification Technology

http://www. ncit. org/

16. NATO Advanced Study Institute (ASI) on Face Recognition:
From Theory to Applications

http://chagall. gmu. edu/faces97/natoasi/




17. Security Industry Association (STA)

http://www. siaonline. org/

18. The Biometric Consortium

http://www. biometrics. org

19. The Human Identification Project

http://www. asti. dost. gov. ph/

20. UK Police Information Technology Organisation (PITO)

http://www. pito. org. uk

21.1997 Automated Fingerprint Identification System (AFIS)
Committee

http://www. iaibbs. org/afis. htm

22.1998 Glossary of Biometric Terms (AfB & ICSA)

http://www. afb. org. uk/glossukl. html

23. American National Standards Institute

http://www. ansi. org:80/

24. International Standards Organization

http://www. iso. ch/
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Biometric Consultants & System Integrators

1. International Biometric Group, Inc.

http://www. biometricgroup. com

2. DARPA’ s Internet for Security Professionals

http://isp. hpc. org/

3. EDI HotLinks (standards, etc.)

http://www. wpc—edi. com/resource. html

4. EAGLES’ Assessment of Speaker Verification Systems

http://coral. lili.uni-bielefeld. de/ gibbon/EAGLES/slwghand-

t/nodeb54. html

5. Fast Shore Technologies (check the EST Challenge)

http://www. east—shore. com/

6. Fingerprint Technologies

http://www. fingerprint. com/

7. FingerPrint USA

http://www. fpusa. com/

8. GSA’ s Federal Security Infrastructure Program (for secure



applications: tokens, keys, and authorization)

http://www. gsa. gov/fsi/

9. GSA’ s SmartGov

http://policyworks. gov/smartgov/

10. I/0 Software, Inc. — a distributor, consultant, SI and
custom developer for the Sony fingerprint identification
unit. The first self-contained unit that compares and enrolls
in a device the size of a mouse.

http://www. iosoftware. com

11. International Biometric Group (IBG)

http://www. biometricgroup. com/

12. Justice Technology Information Network (JUSTNET)

http://www. nlectc. org/

13. Julian Ashbourn’s Technology Corner

http://members. aol. com/teknotalk/home. htm

14. National Information Assurance Partnership (NIAP)

http://niap.nist. gov/

15. NIST s Computer Security Resource Clearinghouse

http://csrc.ncsl. nist. gov/

16. Physical Security Equipment Action Group

http://www. vitro. bloomington. in. us:8080/pseag/

17. Q&A Consulting



http://www. communinet. org/QA/

18. The Biometric Consulting Group, LLC

http://biometric—consulting. com

19. 20G4 Multi—technology Automated Reader Card (MARC) Project

http://www. vitro. bloomington. in. us:8080/marc/

Biometric Vendors/Consultants (Fingerimaging)

20.  AuthenTec - identification and security products:
biometrics. PO Box 37, MS 11IMC/1743, Melbourne, FL 32902. (tel)

407.727.4872 (fax) 407.729. 3499

http://www. authentec. com

21. Biometric Access Corporation

http://www. biometricaccess. com/

22. Biometric Identification, Inc.

http://www. biometricID. com/

23. Cambridge Neurodynamics

http://www. camneuro. st johns. co. uk/

24. Cogent Systems

http://www. cogentsystems. com/

25. Compag

http://207. 18.199. 108/im/fit/




26.

217.

28.

29.

30.

31.

Crosscheck Corp.

http://www. xcheck. com/

East Shore Technologies

http://www. east—shore. com/

Fingerprint Technologies

http://www. fingerprint. com/

Fingerprint USA

http://www. fpusa. com/

Harris Semiconductor, Melbourne, Fla.

http://www. harris. com

Ideamation, Inc. — a supplier of customized fingerprint

identification systems and services to businesses world-wide.

IDeas International

32.

33.

34.

35.

http://users. ids. net/%7emikedn/idea

Identicator Corporation

http://www. parlant. com/ideas/ideas. htm

Identification Systems

http://www. identicator. com/

Identix

http://www. gotnet. net/home/idyou

ID TEC

http://www. identix. com/




36. ImEdge — Edgelit Holography Fingerprint Imaging

http://www. idtek. com/

37. 1/0 Software, Inc

http://eastview. org/ImEdge/

38. LEX Solutions, Inc.

http://www. iosoftware. com

39. Mitsubishi Electric Corp.

http://www. lexsolutions. com/

40. Mytec

http://www. mbnet. or. jp/melsys/fingre03. html

41. The National Registry, Inc. (NRI) - finger—imaging,
fingertip scanners, software.

http://www. mytec. com/

42. Net—ID, Inc.

http://www. netid. com/

43. Neurotechnologija, Ltd.

http://www. neurotechnologi ja. com/

44. Polaroid Corporation

http://www. polaroid. com/

45. Printrak International

http://www. printrakinternational. com/

46. SAC Technologies Inc., Edina, Minn.



http://www. sacman. com

47. Saflink Corporation (NRI)

http://www. saflink. com/

48. Sagem Morpho, Inc.

http://www. morpho. com

49. Startek Engineering, Inc.

http://www. w3bit. com/www star. html

50. The National Registry Inc., Tampa, Fla.

http://www. tcs. thomson—csf. com/Us/fingerchip/FC home. htm

51. Thomson—-CSF Inc.

http://users. ids. net/ tms/

52. Totally Managed Security, Inc. — company (thrum—print
based)

http://www. marketplace. unisys. com/bioware

53. UNISYS, Inc

http://www. veridicom. com/

54. Veridicom

http://www. vitrix. com/

55, Vitrix, Inc.

http://www. whovision. com/

56. Who?Vision



http://www. cjis. com/

Biometric Vendors/Consultants (Facial Imaging)

57. CJIS

http://www. wp. com/IVS face/

58. Intelligent Vision Systems

http://www. miros. com/

59. Miros

http://www. polaroid. com/

60. Polaroid Corporation

http://www. viisage. com/

61. Viisage Technology

http://www. faceit. com/

62. Visionics

http://www. graphcotech. com

Biometric Vendors/Consultants (Voice)

63. Graphco Technologies Inc., West Trenton, N.]J.

http://www. imaginenation. com

64. Imagine

http://www. intelitrak. com/




65.

66.

67.

68.

69.

Biometric Vendors/Consultants (Handwriting)

70. AFA Technology — find out about the most extensively tested
dynamic signature verification biometric, Countermatch, which

has

Intelitrak Technologies, Inc.

mailto: jmarkowitz@pobox. com

J. Markowitz, Consultants

http://www. keywareusa. com/

Keyware USA

http://www. speakerkey. com/

SpeakerKey, Inc.

http://www. verivoice. com/

VeriVoice, Inc.

http://www. aeat. co. uk/pes/ancc/counter

already been demonstrated as

verification method.

71.

72.

http://hwr. nici. kun.nl/

Handwriting Recognition Group

http://www. penop. com/

PenOp

http://www. quintetusa. com/

Smart—card holder



73. Quintet Signature Verification

http://www. iriscan. com/

Biometric Vendors/Consultants (Iris scan)

74. IriScan

http://www. sensar. com/

75. Sensar

http://www. recogsys. com/

Biometric Vendors/Consultants (Hand Geometry)

76. Recognition Systems

http://innotts. co. uk/ joerice/

Biometric Vendors/Consultants (Veincheck)

77. Veincheck Biometric Homepage

http://www. comsec—solutions. com

Biometric/Cryptographic Countermeasures



78. COMSEC Solutions

http://www. cadix. com

Others

79. CADIX — biometrics solutions. 1200 Ashwood Parkway #135,
Atlanta, GA 30338. (tel) 770.804.9951 (fax) 770.804.9949

80. Advanced Precision Technology — developer and designer of
automated fingerprint capture, storage, and real-time
verification system. 4669

81. Hillside Dr., Vastro Valley, CA 94546. (tel) 510. 889. 1650,
(fax) 510.889.8195

82. BioMet Partners, Inc. - c¢/o MAFSA Perstalozzistrasse 12
Murten 3280 SWITZERLAND.  (tel) +41-37-71-13-03 (fax)
+41-37-71-13-02

83. Communication Intelligence Corp — signature capture and
signature authentication. 275 Shoreline Dr. #520. Redwood
Shores, CA 94065. (tel)415.802.7888 (fax) 415.802. 7777

84. Comparator Systems Corp. — fingerprint authentication.
4350 Von Karman Suite 180, Newport Beach, CA 92660. (tel)
714.851. 4300 (fax)714.851. 1759

85. Cross Check Corp. - fingerprint scanner manufacturer. 1006



West 15th St., Riviera Beach, F1 33404. (tel) 407. 26. 4405 (fax)

407.624. 0914

86. Digital Biometrics, Inc. - fingerprint scanner,

verification system. 5600 Rowland Rd. Suite 205, Minnetonka,

MN 55343. (tel) 612.945.3338 (fax)612.932.7181

87. EyeDentify Inc. —retinal recognition system, RFID devices.

10473 01d Hammond Hwy, Baton Rouge, LA 70816. (tel)

800. 593. 5353 (fax) 504. 927. 5385

88. Logica, Inc. — fingertip geometry identification device.

2121 Ponce De Leon Blvd, Suite 422, Coral Gables, FL 33134. (tel)
305. 447. 9579 (fax) 305. 529. 4842

89. NEC Technologies, Inc. — fingerprint identification system.
1201 New York Ave. NW, Suite 1200, Washington, DC 20005.

(Tel) 202. 408. 4762 (Fax) 202. 408. 4791

90. PrintScan International Inc. — fingerprint identification
system. 1432 Drumhil Rd. Martinsville, NJ 08836. (Tel)

908. 469. 6476

91. Printtrak International Inc. — 1250 N. Tustin Ave., Anaheim,
CA 92807. (tel) 714.666.2700 (fax) 714.238.2049

92. Sentry Systems — fingerprint identification. 1156 S. State
Street #103, Orem, UT 84058. (Tel) 801.225.4523 (Fax)

801. 225. 0936



93. Ultra—Scan Corporation - fingerprint capture and
identification system. 4240 Ridge Lea Rd. Amherst, NY

14226-1016 (Tel) 716.832.6269 (Fax)716.832.2810



E. SEDIRBIBRAFRERTHR

1. September 1997, Proceedings of IEEE published a special
issue on automated biometrics.

2. 1997, The Biometric Consortium established the National
Biometric Test Center (NBTC) at San Jose State University in
the spring of 1997. The Center is a testing, learning and
educational organization, created for the development,

documentation, dissemination, promotion and teaching of

scientifically/mathematically sound, "real-world”
performance standards, testing protocols. Working
cooperatively with manufacturers, government and

non—government users, the NBTC will test and certify any such
devices to these standards, on behalf of the Biometric
Consortium (BC) for the biometric industry. [1]

3. 1998, AFB was setup. The Association for Biometrics is an
organization that aims to promote the awareness and development
of biometrics related technologies. It provides an
international forum for research and development, system
design and integration, application development, market

development and other issues. [2]



4. 1998, Association for Biometrics (AfB) and International
Computer Security Association (ICSA) published the Glossary of
Biometric Terms. [3]

5. August 16-20 1998, <14th Int’1 Conference on Pattern
Recognition’, has a tutorial on automated biometrics. [4]

6. From 1997, San Jose University began to provide a course
“Biometric Identification Science and Technology” to graduate
students. [5]

7. In February 1997, Oracle Corp., of Redwood City, Calif.,
Began offering Indentix Inc.’s fingerprint reader and firmware
along with Version 7. 3 of it database, as well as all subsequent
versions. [6]

8. In May of 1997, IBM published a “challenge to the biometric
industry” to show that large—scale identification systems
(enrollment on the order of 25 million people) are technically
feasible. [7]

9. April 1998, BioAPI was established. The BioAPI Consortium
was formed to develop a widely available and widely accepted
APT that will serve for various biometrics technologies. [8]
10. September 1998, IBIA was set up. The International
Biometric Industry Association (IBIA) is a trade association

founded in September 1998 in Washington, D.C., to advance,



advocate, defend and support the collective international
interests of the biometric industry. [9]

11. Oct. 1998, Banking on Biometrics ’ 98 was convened. It is
a Biometrics Conference for financial institutions, Banks,
Credit Unions, S&Ls, Card Processors, Integrators, Biometrics

Vendors, Brokers & Investors, Hardware Manufacturers. [10]
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